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l. | NTRODUCTI ON AND EXECUTI VE SUMVARY

1. In passing the Tel ecommuni cati ons Act of 1996 (1996 Act), Congress sought
to establish a new "pro-conpetitive, deregulatory national policy franework"

t hat woul d

repl ace the statutory and regulatory linmitations on conpetition within and

bet ween narkets.

Congress recogni zed, however, that the new conpetitive nmarket forces and

t echnol ogy

ushered in by the 1996 Act had the potential to threaten consuner privacy

i nterests.

Congress, therefore, enacted section 222 to prevent consumer privacy protections
from bei ng

i nadvertently swept away along with the prior limts on competition. Section
222 establishes

a new statutory framework governing carrier use and di scl osure of custoner
proprietary

network information (CPNI) and other customer information obtained by carriers
intheir

provi sion of telecomunications services.

2. Section 222 sets forth three categories of customer information to which
di fferent privacy protections and carrier obligations apply -- individually
identifiable CPN,

aggregate custoner information, and subscriber list information. CPN includes
i nformation

that is extrenely personal to custoners as well as comrercially valuable to
carriers, such as

to whom where and when a custoner places a call, as well as the types of
service of ferings

to which the customer subscribes and the extent the service is used. Aggregate
cust omer

and subscriber list information, unlike individually identifiable CPNI, involve
cust orer
infornation that is not private or sensitive, but Ilike CPNI, is neverthel ess

val uabl e to

conpetitors. Aggregate custonmer information is expressly defined as "collective

dat a t hat

relates to a group or category of services or custonmers, from which individua

cust omer

identities and characteristics have been renmoved." Subscriber list information

al t hough

consisting of individually identifiable information, is defined in terns of

public, not private,

i nfornmation, including the "listed nanmes, nunbers, addresses, or classifications
that the

carrier or an affiliate has published, caused to be published, or accepted for

publication in

any directory format."

3. In contrast to other provisions of the 1996 Act that seek primarily to
"[ open]

all telecomrunicati ons markets to conpetition," and nandate conpetitive access
to facilities

and services, the CPNl regulations in section 222 are |argely consuner
protection provisions



that establish restrictions on carrier use and di scl osure of personal customner

i nfornmation.

Wth section 222, Congress expressly directs a bal ance of "both conpetitive and
consurmer

privacy interests with respect to CPNI." Congress' new bal ance, and privacy
concern, are

evi denced by the conprehensive statutory design, which expressly recognizes the
duty of all

carriers to protect custoner information, and enbodies the principle that
custonmers must be

able to control information they view as sensitive and personal from use

di scl osure, and

access by carriers. Wiere information is not sensitive, or where the custoner
so directs,

the statute permts the free flow or dissem nation of information beyond the
exi sting

custoner-carrier relationship. |Indeed, in the provisions governing use of
aggregat e custoner

and subscriber list information, sections 222(c)(3) and 222(e) respectively,
where privacy of

sensitive information is by definition not at stake, Congress expressly required
carriers to

provi de such information to third parties on nondiscrimnatory ternms and
conditions. Thus,

al t hough privacy and conpetitive concerns can be at odds, the bal ance struck by
Congr ess

aligns these interests for the benefit of the consuner. This is so because,
wher e cust omer

information is not sensitive, the custoner's interest rests nore in choosing
service with

respect to a variety of conpetitors, thus necessitating competitive access to

t he i nformati on,

than in prohibiting the sharing of information

4, In this Second Report and Order, we pronulgate regulations to inplenent
t he

statutory obligations of section 222. W also review our existing regulatory
f ramewor k

governing CPNI, and resolve CPN issues raised in other proceedings that have
been

deferred to this proceeding, including obligations in connection with sections
272 and 274 of

the 1996 Act. More specifically, for the reasons discussed herein, we nodify
our rules and

procedures regarding CPNI and inplenent section 222 as foll ows:

(a) We permit carriers to use CPNI, wthout customer approval, to market
offerings that are related to, but limted by, the custoner's existing service
relationship with

their carrier.

(b) Before carriers may use CPNI to market service outside the custoner's

exi sting service relationship, we require that carriers obtain express custoner
approval .

Such express approval may be witten, oral, or electronic. In

order to ensure that custoners are informed of their statutory rights before
granting approval,



we further require carriers to provide a one-time notification of customers
CPNl rights prior
to any solicitation for approval

(c) We elimnate the Conmputer 111 CPNI framework, as well as sections
22.903(f) and 64.702(d)(3) of our rules, in light of the conprehensive
regul atory schene

Congress established in section 222.

(d) We reconcile section 222 with sections 272 and 274, and interpret the
latter two provisions to inpose no additional CPN requirenments on the Bel

Operati ng
Conpani es (BOCs) .

5. Finally, in a Further Notice of Proposed Rul emaki ng (Further Notice) we
seek

addi ti onal comment on three issues involving carrier duties and obligations

est abl i shed under

sections 222(a) and (b) of the 1996 Act. |In particular, we seek further coment
on (a) the

customer's right to restrict carrier use of CPNl for all marketing purposes; (b)
t he

appropriate protections for carrier information and additional enforcenent
mechani snms we

may apply; and (c) the foreign storage of, and access to, donestic CPN

M. BACKGROUND

6. In response to various informal requests for guidance fromthe

t el econmuni cations industry regarding the obligation of carriers under new
section 222, the

Conmi ssion rel eased a Notice of Proposed Rul emaking on May 17, 1996. The
Not i ce,

anong ot her things, sought comment on: (1) the scope of the phrase

"t el econmuni cati ons

service," as it is used in section 222(c)(1), which permits carriers to use,
di scl ose, or permt

access to individually identifiable CPNI without obtaining customer approval;
(2) the

requi renents for customer approval; and (3) whether the Comm ssion's existing
CPNI

requi renents should be amended in Iight of section 222.

7. Prior to the 1996 Act, the Comm ssion had established CPNI requirenents
applicable to the enhanced services operations of AT&T, the BOCs, and GIE, and
the CPE

operations of AT&T and the BOCs, in the Computer 11, Conmputer 111, GIE ONA, and
BOC CPE Relief proceedings. The Conmission recognized in the Notice that it had
adopted these CPNl requirements, together with other nonstructural safeguards,
to protect

i ndependent enhanced services providers and CPE suppliers fromdiscrimnation by
ATE&T,

the BOCs, and GIE. The Notice stated that the Conm ssion's existing CPN
requirenents

were intended to prohibit AT&T, the BOCs, and GIE from using CPNl obtained from
their



provi sion of regulated services to gain a conpetitive advantage in the

unr egul at ed CPE and

enhanced services markets. The Notice further stated that the existing CPN
requi renents

al so were intended to protect legitimte custoner expectations of
confidentiality regarding

individually identifiable information. The Comni ssion concluded in the Notice
t hat existing

CPNI requirenents would remain in effect, pending the outcone of this

rul emaki ng, to the

extent that they do not conflict with section 222. On Novenber 13, 1996, the
Conmon

Carrier Bureau (Bureau) waived the annual CPNI notification requirenent for
multi-1ine

busi ness custoners that had been i nposed on AT&T, the BOCs, and GIE under our
pre-

exi sting CPNI franmework, pending our action in this proceeding.

8. On August 7, 1996, the Commission released the First Report and Order in
the CPNI proceeding. In the First Report and Order, the Commission affirned its
tentative

conclusion that, even if a carrier has received customer approval to use CPN
pursuant to

section 222(c) (1), such approval does not extend to the carrier's use of CPN

i nvol ving the

occurrence of calls received by alarmnonitoring service providers, pursuant to
t he ban on

such use in section 275(d). Noting that section 222 sets forth [imtations on
the ability of

tel econmuni cations carriers, their affiliates, and unaffiliated parties to

obt ai n access to

CPNI, the Conmission further concluded that it was not necessary to bar
conpletely certain

of these entities fromaccessing CPNl sinply because they market al arm

noni tori ng

services. The Conmi ssion deferred deciding the issue of whether any
restrictions on access

to CPNI were necessary to effectuate the prohibition contained in section
275(d).

9. On Decenber 24, 1996, the Conm ssion rel eased the Non- Accounti ng

Saf eguards Order, which adopted rules and policies governing the BOCs' provision
of certain

servi ces through section 272 affiliates. In that order, the Comm ssion

concl uded that the

nondi scri m nation provisions of section 272(c)(1) govern the BOCs' use of CPN
and that the

BOCs must conply with the requirements of both sections 222 and 272(c)(1). The
Conmi ssion deferred to this proceedi ng, however, all other issues concerning the
i nterplay

bet ween t hose provisions. On February 7, 1997, the Conm ssion released the

El ectronic

Publ i shing Order, which adopted policies and rul es governing, anong ot her

t hi ngs, the

BOCs' provision of electronic publishing under section 274. |In that order, the
Conmi ssi on



i kewi se deferred to this proceeding all CPN -related issues involved in the
BOCs' marketing

of electronic publishing services. In light of the Comm ssion's determnations
in the Non-

Account i ng Saf eguards and El ectronic Publishing orders, the Bureau issued a
Public Notice

on February 20, 1997, seeking to supplenent the record in this proceeding on
specific issues

relating to the subjects previously noticed and their interplay with sections
272 and 274.

Finally, the Conmission released the CVRS Saf eguards Order on Cctober 3, 1997,

i n which

it elimnated section 22.903 of the rules generally, but expressly retained
subsection

22.903(f), regarding the BOCs' sharing of CPNI with cellular affiliates, pending
t he outcone

of this proceeding.

10. In this Second Report and Order, we address the scope and neani ng of
section

222, as well as the issues deferred to this proceeding. W w Il consider
subsequently, in a

separate order, the meaning and scope of section 222(e) of the 1996 Act,
relating to the

di scl osure of subscriber list information by |ocal exchange carriers. W note
t hat LECs

becanme obligated to disclose subscriber list information to directory publishers
on

nondi scrimnatory rates, terns, and conditions, upon passage of the Act.
Accordingly, the

LEC s duty exists presently, independent of any inplementing rules we m ght
promul gate in

the future, and a failure to discharge this duty may well, depending on the

ci rcunst ances,

constitute both a violation of section 222(e) and an unreasonable practice in
viol ation of

section 201(b).

[11. COW SSI ON AUTHORI TY
A Backgr ound

11. Shortly after passage of the 1996 Act, various tel ecomunications carriers
and

carrier associations, as indicated above, sought guidance fromthe Bureau
regardi ng the scope

of their obligations under section 222. |In particular, several associations
representing a

majority of the | ocal exchange carriers (LECs) asked, ampbng ot her things, that
t he

Conmi ssi on comrence a rul emaking to resol ve questions concerning the LECs'
responsi bilities under the new CPNI provisions of the 1996 Act. In addition,
NYNEX fil ed

a petition for declaratory ruling seeking confirmation of its interpretation of
one aspect of

section 222.



12. The Conmi ssion tentatively concluded in the Notice that regul ations
interpreting and specifying in greater detail a carrier's obligations under
section 222 woul d

be in the public interest, and sought comment on that tentative conclusion. The
Conmi ssi on al so sought conment on the extent to which section 222 permts states
to inpose

CPNI requirenents in addition to any adopted by the Conmi ssion, as well as on
whet her

such state CPNI regul ati on woul d enhance or inpede valid federal interests with
respect to

CPNI. The Conmission further sought conment on whether the CPN provisions of
section 222 may, by thenselves, give it jurisdiction over both the interstate
and intrastate use

and protection of CPNl with respect to matters falling within the scope of that
statutory

provi si on.

13. Parties commenting in response to the Notice generally join the

petiti oning

carrier associations in urging the Commi ssion to clarify the CPNl requirenments
established in

section 222. Sonme comenters further maintain that the Comm ssion has authority
to adopt

rul es inplementing section 222 that apply both to interstate and intrastate
aspects of CPNI .

O her parties, disagreeing, contend that section 222 does not give the
Commi ssi on

jurisdiction over interstate and intrastate use and protection of CPNl or that
states shoul d be

free to adopt various CPN requirenents, or both.

B. Di scussi on

14. We confirmour tentative conclusion and find that our clarification of the
CPNI

obligations inposed on carriers by section 222 would serve the public interest.
As di scussed

nore fully herein, we are persuaded that Congress established a conprehensive
new

framework in section 222, which bal ances principles of privacy and conpetition
in

connection with the use and di scl osure of CPNl and other custoner information
G ven the

conflicting interpretations of the statute proposed by the various parties, and
drawi ng from

our knowl edge and historical experience regulating CPNIl use and protection, we
concl ude

that our clarification of this provision is necessary and consistent w th what
Congr ess

envisioned to ensure a uniformnational CPNl policy. It is well-established

t hat an agency

has the authority to adopt rules to adm nister congressionally nandated

requi renents.

I ndeed, courts repeatedly have held that the Conmi ssion's general rul enaking
authority is

"expansive" rather than limted. W agree with the petitioning carrier
associ ati ons, and



essentially all other commenters, that our clarification of section 222 will
serve to reduce
confusi on and controversy.

15. We further conclude that our authority to pronul gate regul ati ons

i mpl enenti ng

section 222 extends to both the interstate and intrastate use and protection of
CPNI and ot her

custonmer information in several inportant respects. Specifically, the
Communi cati ons Act,

as enacted in 1934, established a dual system of state and federal regulation
over

t el econmuni cations. Section 2(a) extends jurisdiction for interstate matters to
t he

Conmi ssion and section 2(b) reserves intrastate matters to the states. Based on
the Act's

grant of jurisdiction, the Conm ssion has historically regulated the use and
protection of

CPNI by AT&T, the BOCs, and GTE, through the rules established in the Conputer
(NN

proceedi ngs. Sections 4(i), 201(b), and 303(r) of the Act authorize the

Conmi ssion to

adopt any rules it deens necessary or appropriate to carry out its

responsi bilities under the

Act, so long as those rules are not otherw se inconsistent with the Act.

16. In Louisiana Pub. Serv. Commn v. FCC, the Suprenme Court held that, even
wher e Congress has not provided the Commission with a direct grant of authority
over

intrastate matters, the Conmission may preenpt state regul ati on where such
regul ati on woul d

negate the Conmi ssion's exercise of its |lawful authority because regul ati on of
the interstate

aspects of the matter cannot be severed fromregulation of the intrastate
aspects. The Court

of Appeals for the Ninth Circuit applied this principle, generally referred to
as the

"inpossibility exception," in the specific context of a state CPNl regul ation
even prior to the
1996 Act. In California Ill, the Ninth Crcuit upheld the Comm ssion's

preenpti on of

California regulations that required prior customer approval for access to CPN,
under the

i mpossibility exception. W conclude that, in connection with CPNl regul ation

t he

Conmi ssion may preenpt state regulation of intrastate tel econmunications nmatters
wher e

such regul ati on woul d negate the Conmi ssion's exercise of its lawful authority
because

regul ation of the interstate aspects of the matter cannot be severed from
regul ati on of the

intrastate aspects. As several parties observe, where a carrier's operations
are regional or

national in scope, state CPNl regulations that are inconsistent fromstate to
state may

interfere greatly with a carrier's ability to provide service in a cost-

ef fective manner. In



addition, as MCl points out, even if a state witten approval requirenment were
[imted to the

use of CPNl for the marketing of intrastate services, for exanple, it would
di srupt interstate

service marketing because it would be inpractical to limt marketing to
interstate services.

On this basis, we find inapplicable the limtation on federal regulation of
purely intrastate

t el econmuni cations natters in section 2(b) of the Act, as well as Congress
prohi bition on

i mplied preenption in section 601(c) of the 1996 Act.

17. Several comrenters interpret California |1l to support their view that
state

rules would conflict with section 222 if they are nore restrictive -- that is,
permt |less carrier

use and disclosure of CPNl -- than the Comm ssion's inplenenting regulations.
These

comenters rely on California Ill, where the court specifically upheld the

Conmi ssion's

preenption of California' s prior authorization rule in favor of the Conm ssion's
| ess

restrictive notice rule, reasoning that such state regul ati ons woul d negate the
Conmi ssion's

exercise of its lawful authority over interstate tel ecommunications services.
In contrast,

ot her comrenters contend that, consistent with California Ill, the Conm ssion
shoul d

establish mnimum federal standards under section 222 for the use, disclosure,
and

perm ssion of access to CPNI, yet permt states to exceed those standards.
These parties

reason that, although federal standards are needed to nonitor the use of CPN
state

regul ators are best suited to deal with particular problens faced by consuners
in their state,

and further argue that state requirenments that provide additional privacy
protections to

consunmers would not conflict with the Comm ssion's rules.

18. Because no specific state regul ations are before us, we do not at this
time

exerci se our preenption authority. Rather, we agree with NYNEX that after
states have had

an opportunity to react to the requirenents we adopt in this order, we should

t hen exani ne

any conflicting state rules on a case-by-case basis. State rules that likely
woul d be

vul nerabl e to preenption would include those permtting greater carrier use of
CPNl than

section 222 and our inplenmenting regul ati ons announced herein, as well as those
state

regul ati ons that sought to inpose nore limtations on carriers' use. This is so
because state

regul ation that would permit nore information sharing generally would appear to
conflict



with inportant privacy protections advanced by Congress through section 222,
whereas state

rul es that sought to inmpose nore restrictive regulations would seemto conflict
with

Congress' goal to pronote conpetition through the use or dissem nation of CPN
or ot her

custonmer information. 1In either regard, the bal ance woul d seeningly be upset
and such

state regulation thus could negate the Conmission's |lawful authority over
interstate

conmuni cati on and stand as an obstacle to the acconplishnent and execution of
the full

pur poses and objectives of Congress. Qher state rules, however, may not
directly conflict

wi th Congress' bal ance or goals, for exanple, those specifying various

i nformation that mnust

be contained in the carrier's notice requirenent, that are in addition to those
specified in this

or der.

19. An alternative basis for concluding that our jurisdiction extends to the
intrastate use and protection of CPNl stens additionally from section
222(f)(1)(B), which
expressly defines CPNl as including, anobng other things, "information contained
in the bills
pertaining to tel ephone exchange service or tel ephone toll service received by a
customer of a
carrier." Section 222(e) simlarly provides that: "[n]otw thstanding
subsections (b), (c),
and (d), a tel econmunications carrier that provides tel ephone exchange service
shal I provide
subscriber list information gathered in its capacity as a provider of such
service on a timely
and unbundl ed basi s, under nondiscrinnatory and reasonable rates, terns, and
condi tions

" Insofar as tel ephone exchange service is virtually an exclusively
intrastate service
these references expressly also extend the scope of section 222 to intrastate
matters. For this
reason as well we conclude that neither section 2(b) of the Conmunications Act
of 1934 nor
section 601(c) of the 1996 Act precludes our regulation of the intrastate use
and protection of
CPNI pursuant to section 222.

20. We t hus conclude that section 222, and the Conmission's authority

t hereunder, apply to regulation of intrastate and interstate use and protection
of CPNI. W

find, therefore, that the rules we establish to inplenent section 222 are

bi ndi ng on the states,

and that the states may not inpose requirenments inconsistent with section 222
and our

i mpl enenti ng regul ati ons.

V. CARRIER' S RIGHT TO USE CPNI W THOUT CUSTOVER APPROVAL

A Overvi ew



21. Section 222(c) (1) and section 222(d) set forth the circunstances under
whi ch a

carrier may use, disclose, or pernmt access to CPNl wi thout customner approval.
Specifically,

section 222(c)(1) provides that a tel econmunications carrier that receives or
obt ai ns CPNI by

virtue of its "provision of a tel ecomunications service shall only use,

di scl ose, or permt

access to individually identifiable [CPNI] in its provision of (A) the

t el econmuni cati ons

service fromwhich such information is derived, or (B) services necessary to, or
used in, the

provi sion of such tel ecommunications service, including the publishing of
directories.”

Section 222(d) provides:

[nJothing in this section prohibits a tel econmunications carrier from

usi ng,

di scl osing, or permtting access to [CPNI] obtained fromits customners,
ei t her

directly or indirectly through its agents -- (1) to initiate, render
bill, and

collect for tel ecommuni cations services; (2) to protect the rights or
property of

the carrier, or to protect users of those services and other carriers from

fraudul ent, abusive, or unlawful use of, or subscription to, such
services; or

(3) to provide any inbound tel enarketing, referral, or adm nistrative
servi ces

to the customer for the duration of the call, if such call was initiated
by the

customer and the custoner approves of the use of such information to
provi de

such service

22. Nunerous parties comment on the proper interpretation of section 222(c) (1)
because this provision governs, anong other things, the scope of a carrier's
right to use

CPNI for custonmer retention and marketing purposes, wthout having to seek sone
form of

customer approval. Mst carriers acknow edge that they view CPNI as an

i mportant asset of

their business, and many state that they hope to use CPNI as an integral part of
their future

marketing plans. 1ndeed, as conpetition grows and the nunber of firns conpeting
for

consuner attention increases, CPNl becones a powerful resource for identifying
potenti al

customers and tailoring marketing strategies to nmaxim ze custoner response.
Accordi ngly,

a broad interpretation of the scope of section 222(c)(1) would afford carriers
t he opportunity

to use, disclose, or permt access to CPNl expansively. A narrow

i nterpretation, conversely,

woul d restrict the use carriers can nake of CPNl absent custoner approval.



23. We concl ude that the general franework established under section 222,
consi dered as a whole, carves a linmted exception in section 222(c)(1) for
carrier use,

di scl osure, and perm ssion of access to sensitive customer infornmation
Specifically,

sections 222(c)(1)(A) and (B), as well as the narrow exceptions in section
222(d), represent

the only instances where custoner approval for a carrier to use, disclose, or
permt access to

personal custoner information is not required. W believe that the | anguage of
section 222(c)(1)(A) and (B) reflects Congress' judgnment that custoner approva
for carriers

to use, disclose, and pernmit access to CPNl can be inferred in the context of an
exi sting

customer-carrier relationship. This is so because the customer is aware that
its carrier has

access to CPNI, and, through subscription to the carrier's service, has
inmplicitly approved

the carrier's use of CPNl within that existing relationship

24. The | anguage al so suggests, however, that the carrier's right under
section 222(c)(1)(A) and (B) is alimted one, in that the carrier "shall only"
use, disclose, or

permt access to CPNI "in the provision of" the tel econmuni cations service from
whi ch such

CPNl is derived or services necessary to, or used in, such tel econmunications
servi ce.

I ndeed, insofar as the customer consent in sections 222(c)(1)(A) and (B) is
inferred rather

t han based on express customer direction, we conclude that Congress intended
that inplied

customer approval be restricted solely to what custoners reasonably understand
their

t el econmuni cations service to include. This custoner understanding, in turn, is
mani f est ed

in the conplete service offering to which the custonmer subscribes froma
carrier. W are

persuaded that custoners expect that CPNl generated fromtheir entire service
wi |l be used

by their carrier to market inproved service within the paranmeters of the
customer-carrier

rel ati onship. Al though nost custoners presently obtain their service from
different carriers

interns of traditional categories of offerings -- local, interexchange, and
comercial nobile
radio services (CMRS) -- with the likely advent of integrated and bundl ed

servi ce packages,

the "total service approach" accommodates any future changes in custoner
subscriptions to

i ntegrated service.

25. For the reasons described below, we believe that the total service
approach

best represents the scope of "the tel ecommunications service fromwhich the CPN
is

derived." Under the total service approach, the custonmer's inplied approval is
[imted to the



paranmeters of the custoner's existing service, and is neither extended to permt
CPNl use in

marketing all of a carrier's tel ecomunications services regardl ess of whether
subscribed to

by the custonmer, nor narrowed to pernmit use only in providing a discrete service
feature. In

this way, the total service approach appropriately furthers Congress' intent to
bal ance privacy

and conpetitive concerns, and naxim ze custonmer control over carrier use of

CPNI .

26. Al so, as explained below, with respect to section 222(c)(1)(B), we further
conclude that a carrier may use, disclose, or pernit access to CPNl w thout
cust omer

approval for the provision of inside wiring installation, maintenance, and
repair services

because they are "services necessary to, or used in, the provision of such

t el econmuni cati ons

servi ce" under section 222(c)(1)(B). In contrast, CPE and information services
are not

"services necessary to, or used in, the provision of such tel ecomuni cations
service" within

t he nmeani ng of section 222(c)(1)(B).

B. Scope of a Carrier's R ght Pursuant to Section 222(c)(1)(A): the

" Tot al
Servi ce Approach"
1. Backgr ound
27. In the Notice, the Conmi ssion tentatively concluded that section

222(c) (1) (A

shoul d be interpreted as "distinguishing anong tel ecomuni cati ons servi ces based
on

traditional service distinctions,
Thus, for

exanpl e, a local exchange carrier could use |ocal service CPNl to market |oca
service

of ferings, but could not use local service CPNl to target custoners to market

| ong di stance

of ferings or CMRS, absent custonmer approval. The Conmmi ssion further tentatively
concl uded that short-haul toll should be treated as a | ocal tel ecomunications
servi ce when

provided by a LEC, and as an interexchange tel econmuni cati ons servi ce when

provi ded by

an interexchange carrier (I1XC). The Conmi ssion sought comment on these and

ot her

possi bl e distinctions anbng tel ecomruni cati ons services, the scope of the term
"tel econmuni cati ons service," and the costs and benefits of any proposed

i nterpretation,

including the interpretation's inmpact on conpetitive and custoner privacy
interests. The

Conmi ssion al so sought comment on the inpact of changes in tel econmunications
technol ogy and regul ati on and on whether and when technol ogi cal and nar ket

devel opnent s

may require the Conmmission to revisit the issue of tel ecommunications service

di stinctions.

specifically, local, interexchange, and CVRS



28. Commenters recogni ze that the | anguage of section 222(c)(1)(A) is not

cl ear,

and propose at least five different interpretations. First, several parties
urge us to interpret

section 222(c)(1)(A) as limted to each discrete offering or feature of service
subscri bed to by

a custoner. This proposal, which we refer to as the "discrete offering
approach," assunes

t hat custoners do not expect or understand, for exanple, that their |oca
exchange carri er

woul d use local CPNl to narket the carrier's call waiting feature to them
absent their

approval . Second, a nunber of parties urge us to adopt our tentative concl usion
and define

the scope of "the tel ecommuni cations service fromwhich such [CPNI] is derived"

accordi ng

to the three traditional service distinctions -- |ocal, interexchange, and CVRS
W refer to

this as the "three category approach.” Under this approach, for exanple, a

custoner's | oca

exchange carrier would be able to use local service CPNl to market a cal

waiting feature to

them as one of many offerings that make up | ocal service, but would not be able
to use

CPNI to market long distance or CVRS of ferings, absent customer approval.

29. Third, a variation on the three category approach is what we refer to as
t he

"two category approach," where | ocal and interexchange services constitute
separate service

categories, but CWRS, like short-haul toll, "floats" between them Under this
appr oach,

for exanple, an I XC would be able to use CPNl obtained fromits provision of

| ong di stance

service to market CVRS, but would not be able to use |long distance CPNI to

mar ket | ocal

service, w thout custoner approval. Fourth, a nunber of parties urge us to

i nterpret

section 222(c)(1)(A) as referring only to one broad tel econmuni cati ons service
t hat incl udes

all of a carrier's teleconmunications service offerings. This approach, which
we refer to

as the "single category approach," would permt carriers to use CPNl obtained
fromtheir

provi sion of any tel ecomunications service, including |ocal or |ong distance
service as well

as CMRS, to market any other tel econmunications service offered by the carrier
regardl ess

of whet her the custoner subscribes to such service fromthat carrier

30. Finally, several proponents of the various approaches further argue that
we

shoul d pernmit carriers to share CPNI anong all offerings and/or service

cat egori es

subscribed to by the customer fromthe same carrier. W refer to this concept
as the "total



servi ce approach" because it allows carriers to use the custoner's entire
record, derived from

the conpl ete service subscribed to fromthat carrier, for marketing purposes
within the

exi sting service relationship. Although parties supporting this concept advance
vari ous

alternative schenes, we view it as a separate interpretation of section
222(c)(1)(A) that is

defined by the custoner's service subscription. Under the total service
approach, for

exanpl e, a carrier whose custoner subscribes to service that includes a

conbi nati on of |oca

and CMRS woul d be able to use CPNI derived fromthis entire service to market to
t hat

customer all related offerings, but not to nmarket |ong distance service to that
cust orer,

because the custoner's service excludes any |ong di stance conponent. Thus, under
the total

servi ce approach, the carrier's pernitted use of CPNl reflects the |evel of
servi ce subscri bed

to by the customer fromthe carrier

2. Di scussi on
31. As di scussed bel ow, we conclude that the total service approach best
protects

customer privacy interests, while furthering fair conpetition, and thereby best
conports with
the statutory | anguage, history, and structure of section 222.

a. Statutory Language, History, and Structure

32. The statutory | anguage makes clear that Congress did not intend for the
i nplied custoner approval to use, disclose, or pernmt access to CPN under
section 222(c)(1)(A) to extend to all of the categories of tel ecomunications
services offered

by the carrier, as proposed by advocates of the single category approach
First, Congress'

repeated use of the singular "tel econmuni cations service" nust be given neaning.
Section 222(c)(1) prohibits a carrier fromusing CPNl obtained fromthe

provi sion of "a

t el econmuni cati ons service" for any purpose other than to provide "the

t el econmuni cati ons

service fromwhich such information is derived" or services necessary to, or
used in,

provi sion of "such tel ecomuni cations service." W agree with many conmenters
t hat

this | anguage plainly indicates that Congress both contenplated the possible
exi stence of

nore than one carrier service and nmade a deliberate decision that section
222(c)(1)(A) not

extend to all. |Indeed, Congress' reference to plural "tel ecomunications
services" in

sections 222(a) and 222(d)(1) denpbnstrates a clear distinction between the

si ngul ar and pl ural

forms of the term Under well-established principles of statutory construction
"wher e



Congress has chosen different | anguage in proxinmate subsections of the sane
statute,”" we are

"obligated to give that choice effect."” Consistent with this, section
222(c)(1)'s explicit
restriction of a carrier's
evi dences

Congress' intent that carriers' own use of CPNl be limted to the service
provided to the

particul ar custonmer, and not be expanded to all the categories of

t el econmuni cati ons services

avai l able fromthe carrier.

use" of CPNI "in the provision of" service further

33. We therefore reject the single category approach as contrary to the
statutory

| anguage. In particular, we do not agree with several parties' claimthat the
gener al

definition of "tel ecommunications service" found in Title |I of the Act, which
focuses on the

offering of "teleconmunications . . . regardless of the facilities used,"

i ndi cates that

Congress did not intend to differentiate anong tel ecomuni cati ons technol ogi es
or services

in section 222(c)(1)(A). We likewise find US WEST's reliance on the genera
pl ural

reference included in the definition of "tel econmunications" mnisplaced. Rather
we agree

with the California Conm ssion, ConpTel, MCl, and TRA that the single category
interpretati on would render the specific limting | anguage in section

222(c) (1) (A

nmeani ngl ess. Approval would be necessary, if at all, only if a carrier w shed
to use CPN

to market non-tel ecomruni cati ons services. Like Sprint, we conclude that, had
Congr ess

i ntended such a result, the text could have been drafted nuch nore sinply by
stating that

carriers my use CPNI, wthout custoner approval, only for telecomrunications-
rel at ed

pur poses, instead of the |anguage of section 222(c)(1)(A), which expressly
l[imts carrier use

to the "provision of the service fromwhich [the CPNI] is derived."

34. We |ikew se reject parties' suggestions that we interpret section

222(c) (1) (A

based on prior Commi ssion decisions, including the McCaw orders, various
Computer 111

orders, as well as the Conmon Carrier Bureau's opinion in BankAnmerica v. AT&T,
whi ch pernmitted the sharing of custoner information anong affiliated conpanies
based on

t he existing business rel ationship and the perceived benefits of integrated
mar keting. First,

with respect to prior Conm ssion decisions, the 1996 Act, and section 222 in
particul ar,

altered the regulatory | andscape which served as the backdrop for those

deci sions. Congress

adopted a specific provision regarding CPNl that differs in fundanmental respects
fromthe



Commi ssion's existing CPNl regine. Wile the Comm ssion previously may have
permtted

nore sharing of information under the rubric of Conputer Il1l and within a pre-
1996 Act

environnent that limted carriers' market entry, we conclude that Congress drew
a specific

and different balance in section 222. To the extent our prior decisions are
relevant at all to

the interpretation of section 222(c)(1)(A), they suggest Congress deliberately
chose not to

encourage the kind of information sharing that the Comni ssion may have pernmitted
in the

past, and which is now proposed by advocates of the single category approach

For these

reasons, we simlarly reject parties' reliance on other statutes, particularly
the Cable

Tel evi si on Consuner Protection and Conpetition Act (1992 Cable Act) and the

Tel ephone

Consumner Protection Act of 1991 (TCPA), as well as the Commission's

i mpl erent ati on of

those Acts. Neither of these statutes contains the specific and uni que | anguage
of

section 222 which expressly limts a carrier's
Again, to

the extent other provisions are probative, they indicate that Congress was clear
when it

i ntended to exenpt information sharing within the context of the existing

busi ness

rel ati onship from general consuner protection provisions, but chose not to in
section 222.

use" of custoner information

35. On the other hand, we al so conclude, contrary to the suggestion of its
proponents, that the discrete offering approach is not required by the |anguage
of

section 222(c)(1)(A). Athough the statutory | anguage makes cl ear that

carriers' CPN use

islinmted in some respect, and thus fails to support the single category
approach, it does not

dictate the nost narrow possible interpretation (i.e., the discrete offering
approach). Nor

does the statutory |anguage, however, rule out a nore general subscription-based
under st andi ng of the phrase "tel ecommunication service fromwhich such [CPNI] is
derived, "

consistent with the total service approach. As discussed infra, we believe as a
policy nmatter

that the discrete category approach is not desirable because it is not required
to protect either

customers' reasonabl e expectations of privacy or conpetitors' interests.

Rat her, we

bel i eve that the best interpretation of section 222(c)(1) is the total service
approach, which

affords carriers the right to use or disclose CPNI for, anpong ot her things,

mar ket i ng rel ated

of ferings within custoners' existing service for their benefit and conveni ence,
but which

restricts carriers fromusing CPNl in connection with categories of service to
whi ch



custonmers do not subscribe. The total service approach pernits CPNI to be used
for

mar keting purposes only to the extent that a carrier is marketing alternative
versi ons, which

may include additional or related offerings, of the custoner's existing
subscri bed servi ce.

The carrier's use of CPNl in this way fairly falls within the | anguage of "the
provi sion of the

t el econmuni cations service fromwhich such information is derived" because it
all ows the

carrier to suggest nore beneficial ways of providing the service to which the
cust oner

presently subscri bes.

36. Qur rejection of the discrete category approach, and support for the tota
service approach, is also infornmed by our understanding of the relationship

bet ween

sections 222(c)(1)(A) and (d)(1). Specifically, the Texas Conm ssion explains
its discrete

offering interpretation of section 222(c)(1)(A) as limting the carriers' CPN
use to the

"initiation, provisioning, billing, etc. of, or necessary to,
feature of service

subscribed to by the customer. W believe this view essentially interprets the
scope of

section 222(c) (1) (A as being no broader than section 222(d)(1), which provides
that carriers

may use, disclose, or permt access to CPNI to, anpbng other things, "initiate"
and "render"

t el econmuni cations services. Although both sections 222(c)(1) and (d) establish
exceptions

to the general CPNl use and sharing prohibitions, and overlap in certain
respects, these

provi sions nust be given i ndependent effect. Had Congress intended to permt
carriers to

use CPNI only for "rendering" service, as suggested under the discrete offering
appr oach,

and as explicitly provided in section 222(d) (1), it would not have needed to
Create the

exception in section 222(c)(1)(A). In contrast, by interpreting section
222(c)(1)(A) as we do,

to permit some use of CPNI for marketing purposes, we give neaning to both
statutory

provisions. Indeed, in contrast with the various parties' views concerning the
scope of

section 222(c) (1) (A, comenters that addressed the meani ng of section 222(d) (1)
uni formy

suggest that it does not extend to a carrier's use of CPNl for marketing

pur poses.

the discrete

37. The |l egislative history confirnms our view that in section 222 Congress

i nt ended

neither to allow carriers unlimted use of CPNI for narketing purposes as they
noved into

new servi ce avenues opened through the 1996 Act, nor to restrict carrier use of
CPNI for



mar ket i ng purposes altogether. Specifically, although the general purpose of
the 1996 Act

was to expand markets available to both new and established carriers, the

| egi sl ative history

makes cl ear that Congress specifically intended section 222 to ensure that
customers retained

control over CPNl in the face of the powerful carrier incentives to use such
CPNI to gain a

foothold in new markets. The Conference Report states that, through section
222, Congress

sought to "bal ance both conpetitive and consuner privacy interests with respect
to CPNI."

Congress further adnmoni shes that "[i]n new subsection 222(c) the use of CPN by
tel econmuni cations carriers is limted, except as provided by law or with the
approval of the

custonmer."” Contrary to Congressional intent as expressed in the |egislative
history, the

singl e category approach asserts a broad carrier right, affording custoners
virtually no

control over intra-conpany use of their CPNI. This approach woul d underni ne
section 222's focus on bal anci ng custoner privacy interests, and |ikew se would
potentially

harm conpetition. Carriers already in possession of CPNl could | everage their
control of

CPNI in one narket to perpetuate their donmi nance as they enter other service
markets. In

t hese respects, therefore, the legislative history wholly fails to support the
singl e category

approach. On the other hand, the |l egislative history nakes no nention of any
need or

intention to restrict the carrier's use of CPNI to market discrete offerings
within the service

subscribed to by the custonmer. In this regard, therefore, the |legislative
history |ikew se does

not support the discrete offering approach

38. Thus, contrary to U S WEST's suggestion, we do not believe that, because
express service distinctions were eliminated during the Conference Agreenent,
Congr ess

i ntended to abandon them Rather, Congress nmay well have del eted specific
reference to

| ocal and | ong distance services in section 222(c)(1)(A) because they were
superfluous. The

repeat ed use of the singular "service" and the restrictive |anguage "the

t el econmuni cati ons

service fromwhich such [CPNI] is derived" in section 222(c)(1) serves to draw
t hese sane

service distinctions. Mrreover, although service distinctions are not expressly
referenced in

t he | anguage of section 222(c)(1)(A), they are retained in the statutory
definition of CPN,

whi ch describes information contained in the bills pertaining to "tel ephone
exchange service

or tel ephone toll service" 1In this definition, Congress also describes CPN in
terms of "a

t el econmuni cati ons service subscribed to by any custoner," which additionally
suggest s



t hat Congress understood the scope of section 222(c)(1) to be linited according
to the total
servi ce subscribed to by a custoner.

39. Furthernore, in contrast with the single category approach, the
[imtations on

carriers' use or disclosure of CPNl to the total service subscribed to by the
cust omer woul d

restrict carriers fromusing or disclosing CPNl w thout custoner approval to
target customers

for new service offerings opened only through the 1996 Act, and accordingly
woul d restrict

carriers' opportunity to |everage |arge stores of existing custoner information
to their

excl usi ve conpetitive advantage. Such CPNl limtations also further custoner's
privacy

goals as they restrict the use to which carriers can nmake of CPN for purposes
beyond t he

paraneters of the existing service relationship. As such, the total service
approach protects

the privacy and conpetitive interests of customers, and thereby appropriately
furthers the

bal ance of these interests that Congress expressly directed, as explained in the
Conf er ence

Agr eenent .

40. W also reject US WEST's clains, in support of the two category approach
that Congress' failure to mention CVRS in the | egislative history suggests that
it did not

view CVMRS as a separate service offering, but rather that CMRS is nore
appropriately

treated as a technology or functionality of both |ocal and | ong di stance

t el econmuni cati ons

service. W do not find Congress' silence in connection with CVMRS as

di spositive, and

reject the notion that CMRS is not a separate service offering. |Indeed, as the
Conmmi ssi on

recently recognized in its Second Annual CVRS Conpetition Report, although CVRS
of ferings are increasingly beconming substitutes for each other in the public's
perception,

and may soneday directly conpete with wireline service, "wirel ess services do
not yet

approach the ubiquity of wireline tel ephone service." Moreover, we believe that
the two

cat egory approach woul d not protect sufficiently privacy and conpetitive
concerns, and

woul d thereby violate the statutory intent expressly set forth in the

| egi slative history. As

Arch, Frontier, and AirTouch observe, allowing CVMRS to "float" between the |oca
and

i nt erexchange categories may give incunmbent carriers a conpetitive advantage.

41. We al so disagree with MCl's argunent in support of the two category
approach that Congress solely intended for the new CPNI requirenents set forth
in

section 222 to protect against carriers using CPNl already in their possession
to advant age



them as they noved into new service nmarkets opened only through the 1996 Act.
Ml

contends that, because wireline carriers could enter the CVRS narket even before
passage of

the 1996 Act, CMRS should be considered "as a type of service that can fit into
ei ther the

| ocal or interexchange category and that should be treated the sane as the

pr edoni nant

category provided by the carrier in question." This argunent is not supported
by the

statutory |language, and we reject it accordingly. Section 222 contains no

excl usi on, express

or inplied, for CPNl related to services provided in markets previously open to
conpetitors,

nor does the legislative history support this interpretation. Moreover, we
further reject

MCl's suggestion that because entry of wireline carriers into the CVRS narket
was

previously permissible, no CPNl regulation is needed as a matter of policy.

That ar gunent

is belied by the fact that, even before the 1996 Act, the Commi ssion's
regul ati ons afforded

consi derabl e CPNI protection related to cellular service. Mreover, we believe
that the

statutory bal ance of privacy and conpetitive interests would be undernmined if we
were to

renove those restrictions that prevent carriers fromusing wireline CPNl wi thout
cust omer

approval to target new CVMRS custoners. |ndeed, the elinmination of such
restrictions would

of fer LECs, in particular, a substantial and unjustified conpetitive advantage
because t hey

could use local wireline CPNl (avail able based on their historic nonopoly
status, but not

available to their CVRS conpetitors) to target |ocal custoners that they believe
woul d

purchase their CMRS servi ce.

42. Finally, we also reject the various argunments advanced by GIE, PacTel
USTA, and U S WEST that our adoption of an interpretation nore linmted than the
single or

two category approaches raises Constitutional concern. In particular, they
variously claim

that such restriction on intra-conmpany sharing of CPNl would: constitute a

t aki ng wi t hout

just conpensation; seriously inmpair carriers' ability to comuni cate val uabl e
commer ci al

information to their custonmers in violation of the First Amendnent; and violate
Equal

Protection principles because CPNI rul es would discrimnate agai nst certain

t el econmuni cati ons service providers to pronote conpetition by another class of
provi ders

(e.g., cable providers that can use CPNI with inplied consent).

43. We reject the Constitutional takings arguments because, to the extent
CPNl is



property, we agree that it is better understood as bel onging to the custonmner,
not the

carrier. Moreover, contrary to the contentions raised by some parties, even
assum ng

carriers have a property interest in CPNl, our interpretation of section
222(c)(1)(A) does not

"deny all economically beneficial" use of property, as it nust, to establish a
successf ul

claim Under the total service approach, carriers can use CPNl for a variety of
mar ket i ng

pur poses whi ch pronbte the interests of custonmers and carriers alike. In
addition, with

customer approval, carriers are free to use CPNl to of fer any conbi nati on of
one-stop

shoppi ng. Accordingly, the total service approach does not deny carriers al
econom cal |y

beneficial use of CPNI; rather, carriers are free to market and di scuss with
their customers

what ever service offerings they want, in whatever conbination. On this basis we
al so reject

US WST's claimthat our interpretation may abridge the carrier's ability to
conmuni cat e

with its customers, and thereby violate its First Amendnent rights. Government
restrictions

on conmercial speech will be upheld where, as here, the governnent asserts a
substanti al

interest in support of the regulation, the regulati on advances that interest,
and the regul ation

is narromy drawn. Section 222(c)(1)(A), and our total service approach
pronote the

substantial governmental interests of protecting the privacy of consuners and
promoting fair

conpetition. W thus conclude that these Constitutional clainms are w thout
nerit.

44, We |ikew se reject parties' Equal Protection challenges based on section
222's

[imtation to tel ecomuni cations carriers alone. |In order to sustain an equa
protection

chal | enge, parties must prove the law has no rational relation to any

concei vable legitimte

| egi sl ative purpose. W conclude that Congress' decision to extend the CPN
[imtations in

section 222 only to tel ecomunications carriers, and not, for exanple to cable
operators,

does not support a Constitutional claim The information tel ecommuni cations
carriers obtain

fromtheir custoners, including who, where and when they call, is considerably
nor e

sensitive and personal than the information cable operators obtain concerning
their custoners

(e.g., whether they have prem umor basic service). Gven the differences in
the type of

infornation at issue, Congress' decision to nandate a higher |evel of privacy
protection in

the context of section 222, applicable to teleconmunications carriers, than in
section 551 of



the 1992 Cabl e Act applicable to cable operators, is plainly rational

45, Non- Tel econmuni cations Offerings. Several carriers argue that certain
non-

t el econmuni cations offerings, in addition to being covered by section
222(c)(1)(B), also

shoul d be included within any service distinctions we adopt pursuant to section
222(c) (1) (A),

i ncluding inside wiring, customer prem ses equi pnent (CPE), and certain

i nformation

services. Based on the statutory |anguage, however, we concl ude that inside

wi ring, CPE,

and information services do not fall within the scope of section 222(c) (1) (A
because they are

not "tel ecomruni cations services." Mre specifically, section 222(c)(1)(A)
refers

expressly to carrier use of CPNl in the provision of a "tel econmunications
service." In

contrast, the word "tel ecommuni cati ons" does not precede the word "services" in
section 222(c)(1)(B)'s phrase "services necessary to, or used in." The varying
use of the

terns "tel ecomuni cations service" in section 222(c)(1)(A) and "services" in
section 222(c)(1)(B) suggests that the terms deliberately were chosen to signify
di fferent

nmeani ngs. Accordingly, we believe that Congress intended that carriers' use of
CPNI for

provi di ng tel ecomruni cati ons services be governed solely by section
222(c)(1)(A), whereas

the use of CPNI for providing non-tel ecommunications services is controlled by
section 222(c)(1)(B)

46. Conmi ssi on precedent has treated "information services" and

"tel econmuni cati ons services" as separate, non-overl appi ng categories, so that
i nformation

services do not constitute "tel ecomunications” within the nmeaning of the 1996
Act .

Accordingly, we conclude that carriers nmay not use CPNl derived fromthe
provision of a

t el econmuni cations service for the provision or marketing of information
services pursuant to

section 222(c)(1)(A). W likew se conclude that inside wiring and CPE do not
fall within

the definition of "tel ecomunications service," and thus do not fall within the
scope of

section 222(c) (1) (A

47. W recogni ze that the Conmi ssion has pernmitted CVRS providers to offer
bundl ed service, including various "enhanced services" and CPE, prior to the
1996 Act. We

di sagree with PacTel, however, that, consistent with section 222(c)(1) (A, CVRS
provi ders

shoul d be able to use CVRS-derived CPNI wi thout custoner approval to narket

t hese

of ferings when they provide CVMRS to a custoner. The 1996 Act defines "nobile
service"

in pertinent part as a "radi o conmuni cation service carried on between nobile
stations or



receivers and land stations, and by nobile stations conmunicating anmong

t hemsel ves .

." "Radi o conmuni cation service," in turn, is defined in terns of "the
transm ssi on by

radio of witings, signs, signals, pictures, and sounds of all kinds, including
al |

instrunentalities, facilities, apparatus, and services (anbng other things, the
receipt,

forwardi ng, and delivery of conmmunications) incidental to such transm ssion."
These

definitions do not include information services or CPE within the neaning of
CVRS.

Accordingly, while nothing in section 222(c)(1) prohibits CVRS providers from
conti nui ng

to bundl e various offerings consistent with other provisions of the 1996 Act,

i ncl udi ng

CVRS-specific CPE and information services, they cannot use CPNl to market these
rel at ed

of ferings as part of the CMRS category of service w thout custoner approval
because even

when they are bundled with a CVMRS service, they do not constitute CVMRS and are
not

t el econmuni cati ons services.

48. On the other hand, we al so conclude that, to the extent that services
formerly

descri bed as adjunct-to-basic are offered by CVRS providers, these should be
consi dered

either within the provision of CVRS under section 222(c)(1)(A), or as services
necessary to,

or used in, CMRS under section 222(c)(1)(B). Thus, for exanple, a CMRS provider
can

use CVRS CPNI to market a call forwarding feature to its existing customer
because call

forwardi ng was cl assified as an adjunct-to-basic service, but not to narket an
i nformation

service. |In addition, we agree with the result advocated by WIR, and concl ude
that a

reasonabl e interpretation of section 222(c)(1)(A) pernmits carriers to use

di scl ose, or permt

access to CPNl for the linmted purpose of conducting research on the health
effects of their

service. |In particular, we believe that, integral to a carrier's provision of a
t el econmuni cations service is assuring that the tel ecomruni cati ons service is
safe to use.

I nsof ar as custoners expect that the tel econmunications service to which they
subscribe is

safe, use of CPNl to confirmas nuch would not violate their privacy concerns,
but rather

woul d be fully consistent with notions of inplied approval. The research
proposed by WR,

whi ch uses CPNI disclosed by carriers relating to the time and duration of

Wi rel ess tel ephone

usage to deternmine the health risks posed to users of hand-held portable

Wi rel ess tel ephones,

cones within the provision of CVRS service and therefore the nmeani ng of
section 222(c) (1) (A



49, Special Treatnment for Certain Carriers. W conclude that Congress did
not

intend to, and we should not at this tine, distinguish anong carriers for the
pur pose of

appl yi ng section 222(c)(1). Based on the statutory |anguage, it is clear that
section 222

applies to all carriers equally and, with few exceptions, does not distinguish
anmong cl asses of

carriers. Accordingly, we reject the argunent raised by several parties that we
shoul d

permt broader CPNl sharing for conpetitive LECs, but not for
t hat

we should limt the total service approach to entities w thout narket power. As
sever al

parti es suggest, customers' privacy interests are deserving of protection
regardl ess of which

tel econmuni cations carrier serves them for custoners' privacy expectations do
not differ

based upon the size or identity of the carrier. Mreover, we disagree with the
suggesti ons

of 1CG LDDS WirldCom and Sprint that we should inpose stricter restrictions on
i ncumbent or dom nant carriers, based on their greater potential for anti-
conpetitive use or

di sclosure of CPNI. W believe at this time that the regul ati ons and saf eguards
i mpl enented in this order fully address conpetitive concerns in connection with
all carriers

use, disclosure, or permssion of access to CPN

ncunbent LECs, or

50. We al so decline to forbear from applying section 222(c)(1), or any of our
associ ated rules, to snmall or conpetitive carriers, as SBT requests. First, SBT
has not

expl ai ned adequately in its conrents how it meets the three statutory criteria
for

forbearance. Second, while SBT points out that conpetitive concerns nay differ
accordi ng

to carrier size, it does not persuade us that custoners of small busi nesses have
| ess

nmeani ngful privacy interests in their CPNl. W thus disagree with SBT that the
three

cat egory approach gives large carriers flexibility to devel op and neet

customers' needs, but

may unnecessarily limt small business as conpetition grows. Even if, as SBT

al | eges, a

| arge carrier can base the design of a new offering on statistical customer data
and mar ket

wi dely, but a small business can best neet specialized subscriber needs if it

of fers CMRS,

local, and interexchange service tailored to the specific subscriber, the tota
servi ce approach

allows tailored packages. We |ikew se disagree, therefore, with USTA that smal
carriers

could be competitively disadvantaged in any interpretation of section
222(c)(1)(A) other than

the single category approach. Rather, we are persuaded that the total service
approach

provides all carriers, including small and mid-sized LECs, with flexibility in

t he marketing



of their teleconmunications products and services. |In fact, if SBT' s clainms
that small

busi nesses typically have closer personal relationships with their custoners are
accurate, then

smal | businesses likely would have less difficulty in obtaining custoner

approval to market

services outside of a custoner's service existing service.

51. We al so agree with a nunmber of parties that there should be no
restriction on

the sharing of CPNI anpbng a carrier's various tel ecomunications-rel ated
entities that

provide different service offerings to the same custonmer. By its terms,
section 222(c)(1)(A) generally limts "a tel ecomunications carrier that
recei ves or obtains

[CPNI] by virtue of its provision of a tel econmunications service" to use,

di scl ose, or permt

access to CPNl only in "its provision of the tel econmuni cations service from
whi ch such

information is derived." This |anguage does not limt the exception for use or
di scl osure

of CPNl to the corporate parent. Rather, we believe the | anguage reasonably
permts our

view that the CPNIl limtations should relate to the nature of the service
provi ded and not the
nature of the entity providing the service. |In particular, under the tota

servi ce approach, we

interpret the scope of section 222(c)(1)(A) to permt carriers to use or

di scl ose CPNI based

on the custoner's inplied approval to narket related offerings within the
customer's existing

service relationship. To the extent a carrier chooses to (or nust) arrange its
corporate

structure so that different affiliates provide different tel ecomunications
service offerings,

and a customer subscribes to nore than one offering fromthe carrier, the tota
service

approach pernmits the sharing of CPNI anong the affiliated entities w thout

cust omer

approval. In contrast, if a customer subscribes to less than all of the

t el econmmuni cati ons

service offered by these affiliated entities, then CPNl sharing anong the
affiliates would be

restricted under the total service approach. |In this circunmstance, the
restriction is not based

on the corporate structure, but rather on the scope of the service subscribed to
by the

cust oner .

52. For the reasons described herein, we believe that the sharing of
CPNI
permtted under the total service approach anong affiliated tel ecommunications
entities best
bal ances the goals of section 222 to safeguard custoner privacy and pronote fair
conpetition. Under a contrary interpretation, carriers wuld have to change
their corporate



structure in order to consolidate a custoner's service record consistent with
the total service

approach. |If other business considerations counselled agai nst such corporate
restructuring,

the custonmer would ultimately suffer because it would not receive the advantages
associ at ed

with the informati on sharing perm ssible under the total service approach

Mor eover, we

agree that CPNl distinctions based solely on corporate structure would be
confusi ng and

i nconveni ent for custonmers. For all these reasons, we reject such an
alternative

i nterpretation.

b. Statutory Principles of Custonmer Control and Convenience
53. In addition to finding that the total service approach is nbst consistent
with the

statutory |l anguage and |l egislative history, we are persuaded that, as a policy
matter, the total

servi ce approach al so best advances the principles of customer control and
conveni ence

implicitly embodied in sections 222(c)(1) and (c)(2). These statutory
principles, as discussed

bel ow, in conjunction with our experience regulating carriers' CPN use, guide
our

interpretation of the scope of section 222(c)(1)(A. W agree with the
observation of

nunerous conmmenters that Congress intended that section 222(c) woul d protect
customers

reasonabl e expectations of privacy regarding personal and sensitive information
by giving

customers control over CPNl use, both by their current carrier and third
parties. First, as

CPl observes, this principle of custonmer control is manifested in section
222(c)(2), which

provides: "A tel econmunications carrier shall disclose custoner proprietary
net wor k

i nformation, upon affirmative witten request by the customer, to any person
desi gnat ed by

the custoner.” In this provision, Congress requires that carriers must conply
with the

express desire of the custoner regarding disclosure of CPNI, and in so doing
establishes the

custonmer's right to direct who receives its CPNl and when it may be di scl osed.
Second,

section 222(c)(1) requires carriers to obtain custoner "approval" when they seek
to use,

di scl ose, or permit access to CPNl for purposes beyond those specified in
sections 222(c)(1)(A) and 222(c)(1)(B). By requiring that carriers obtain
approval, Congress

ensured that custonmers would be able to control any "secondary" uses to which
carriers could

nmake of their CPNI, and thereby restrict the dissem nation of their persona

i nfornmati on.

Third, the principle of customer control also is reflected in sections
222(c) (1) (A and (B)



which permit carrier use of CPNl absent custoner approval only in certain
limted

circunstances. The restricted scope of the carrier's right to use CPNl under
t hese provi sions

-- only in the provision of the tel econmunications service fromwhich the CPN
i s derived,

or services necessary to or used in that service -- evidences Congress
recognition that a

custoner's subscription to service constitutes only a limted formof inplied
approval

54. Wil e sections 222(c)(1)(A) and (B) enbody the principle that customers
wi sh

to maintain control over their sensitive information, those provisions also
mani f est the

principle that custoners want convenient service, as sonme conmenters have
observed

The notion of inplied approval evidences Congress' understanding that custoners
desire their

service to be provided in a convenient manner, and are willing for carriers to
use their CPN

wi t hout their approval to provide them service (and, under section 222(c)(1)(B)
services

necessary to, or used in, such service) within the paraneters of the customer-
carrier

rel ationship. Indeed, we agree with commenters that Congress recogni zed through
sections 222(c)(1)(A) and (B) that custoners expect that carriers with which

t hey maintain an

established relationship will use information derived through the course of that
relationship to

i mprove the customer's existing service. Accordingly, as many conmenters
observe, what

t he custoner expects or understands is included in its tel econmunications
service represents

the scope and Iimt of its inplied approval under section 222(c)(1)(A). As

di scussed

bel ow, we conclude that the total service approach, based on the custoner's
entire service

subscription, best reflects these underlying principles of custoner control and
conveni ence

55. Customers do not expect that carriers will need their approval to use
CPNI  for

offerings within the existing total service to which they subscribe. W believe
it reasonable to

conclude that, where a custoner subscribes to a diverse service offering -- a
m xture of

[ ocal, long distance, and CMRS -- fromthe same carrier or its subsidiary or
affiliated

conpani es, the custoner views its tel ecomuni cations service as the tota
service offering

that it has purchased, and can be presunmed to have given inplied consent to its
carrier to use

its CPNI for all aspects of that service. W find no reason to believe that
cust omers woul d

expect or desire their carrier to nmaintain internal divisions anong the

di fferent conponents of



their service, particularly where such CPNl use could inprove the carrier's
provi sion of the

customer's existing service. W agree with Sprint and MCl that custoners
choosi ng an

i ntegrated product will expect their provider to have and use infornmation
regarding all parts
of the service provided by that conpany, and will be confused and annoyed if

that carrier

does not and cannot provide conplete customer service. For this reason, many of
t hose

parties favoring either the two or three category approach, while not advocating
the total

servi ce approach explicitly, neverthel ess support its principal tenet that, if
cust oners'

subscriptions change, perhaps in response to new integrated carrier offerings,

t he scope of

section 222(c)(1)(A) must |ikew se change. The total service concept is
supported by sone

advocates of the discrete offering approach as well, who foresee custoner
novenent toward

a nore conprehensive service offering

56. W believe the total service approach maxi m zes both custoner control and
conveni ence. Customers retain control over the uses to which carriers can nake
of their

CPNI, for exanple, to market services outside the total service offering
currently subscri bed

to by the customer. This linmitation, in turn, conports with our view that

cust omers

reasonably expect that carriers will not use or disclose CPNl beyond the

exi sting service

rel ati onship. Once a carrier has successfully nmarketed a new offering to the
cust orer,

however, that offering would becone part of the "tel ecomruni cati on service"
subscribed to

by the custoner, and the custoners' entire service record would be available to
the carrier to

i mprove the existing custoner-carrier relationship. The custoner's interest in
receiving

service in a convenient manner is thereby also served. In these ways, the total
service

approach serves the statutory principles of custoner conveni ence and control
and best

refl ects custoners' understanding of their tel ecommuni cation service.

57. By contrast, neither the discrete offering approach nor the three

cat egory

approach serves the statutory principle of custoner conveni ence or reasonably
reflects

customers' expectations of what constitutes their tel ecomuni cations service.
Prior to the

1996 Act, Commission policy permitted carriers to use CPNI to market rel ated
service

of ferings. G ven this environnent, we conclude that custoners expect and
desire, for

exanpl e, that their local service carrier will nmake them aware of all |oca
service



of ferings. The discrete offering approach, on the other hand, would prevent a
carrier,

absent custoner approval, frominmproving the range and quality of service

of f eri ngs

currently provided to the customer and tailoring service packages for a
customer's existing

service needs. On this basis, we reject NYNEX' s position that short-haul tol
shoul d be

included only within the local service category. Rather, we agree with
comenters that,

i nsofar as both LECs and | XCs currently provide short-haul toll, it should be
part of both

| ocal and | ong-di stance service. Also, permtting short-haul toll to "float"
bet ween t he

| ocal and the interexchange offerings should not confer upon any carrier a
conpetitive

advantage, contrary to what NYNEX argues. In fact, the intralLATA equal access
and

short-haul toll markets are conpetitive in several states. Mreover, LECs are
not

di sadvant aged because they can include their short-haul toll with their |oca
service CPNl for

mar keting purposes. W sinilarly reject a three category approach, for where a
cust omer

subscribed to nore than one carrier offering, the rigid categories would prevent
a carrier,

absent custoner approval, fromusing the custoner's entire service record to
offer alternative

i mproved versions of the existing service. Thus, although these approaches
woul d afford

customers control, it would be at the expense of custoner conveni ence and woul d
not reflect

the custoner’'s understanding of the total service relationship. W therefore
reject these

approaches as contrary to the Congressional design of section 222, as well as to
one of the

1996 Act's general goals of avoiding excessive regulation

58. We also reject the discrete offering and three category approaches
because we

share the concern expressed by many parties that such restrictive

i nterpretati ons may be

difficult to inplement as service distinctions, and correspondi ng custoner
subscri pti ons,

becorme blurred with market and technol ogi cal advances. The three category
approach

woul d require that we undertake a periodic review, beginning in the near future,
to ascertain

whet her changes in the conpetitive environnent translated into changes in
service

categories. In contrast, if customers enbrace "one-stop shopping,
mar ket - dri ven

i ntegrated packages of service (e.g., bundled offering of |ocal and | ong-

di stance services),

the flexibility of the total service approach would not require us to revisit or
nodi fy

t hr ough



categories to accommpdat e these changes. The categories would i nstead di sappear

natural |y
as customers begin purchasing integrated packages, w thout need for Conmi ssion
intervention. Although the total service approach would still require that we
mai nt ai n

some service distinctions, unless and until customers subscribe to integrated
products, it

facilitates any convergence of technol ogi es and services in the marketpl ace.
Carriers have

i ndi cated, for exanple, that they are presently devel oping a hardwi re cordl ess
phone that can

becorme a wirel ess product when taken a certain distance fromits base. Under
t he total

service approach, a carrier would be able to market rel ated wrel ess and
wireline offerings to

a custoner that subscribed to this product, and not be forced sonehow to
separate wireline

CPNl fromwreless. Finally, the total service approach is also sufficiently
flexible to

accommodat e future new service technol ogies that are beyond the three
traditional categories,

as such offerings would not be artificially forced into a service category.

59. In supporting the total service approach, we are neverthel ess cogni zant
of the

dangers, described by Cox, that incunbent LECs could use CPNl anticonpetitively,
for

exanple, to: (1) use calling patterns to target potential |ong distance
custonmers; (2) cross-

sell to customers purchasing services necessary to use conpetitors' offerings
(e.g., attenpt to

sell voice mail service when a customer requests fromthe LEC the necessary
under | yi ng

service, call forwarding-variable); (3) narket to custonmers who call particul ar
t el ephone

nunbers (e.g., prepare a list of customers who call the cable conmpany to order
pay- per-vi ew

novies for use in marketing the LEC s own OVS or cable service); and (4)
identify potential

customers for new services based on the volunme of services already used (e.qg.
market its

on-line service to all residential customers with a second line). W recognize
t hat

requiring carriers to obtain express custonmer approval for use of CPNl to target
cust omers

for new service offerings to which the custonmer does not subscribe protects
agai nst sone, but

not all, of these abuses. Nevertheless, our rejection of the discrete offering
and three

cat egory approaches does not permt carriers to use CPNl anticonpetitively
within the

custonmer's existing service. That is, while we interpret section 222(c)(1) (A
to permt

carrier use of CPNI for marketing of related service offerings, using |oca
service CPNl to

track, for exanple, all custoners that call |ocal service conpetitors, would not
be a



per m ssi bl e marketi ng use because such CPNl use would not constitute "its
provision of" its

service. Such action would violate section 222(c)(1) and, depending on the

ci r cumst ances,

may al so constitute an unreasonable practice in violation of section 201(b). As
t he

Conmi ssion has found in the past, such anticonpetitive use of CPNl violates the
basi c

principles of conpetition, and to the extent such practices rise to the |evel of
anticonpetitive

conduct, we can and will exercise our authority to prevent such discrimnatory
behavi or .

In contrast, although carriers will benefit under the total service approach
frombeing able to

consol idate the customer's entire service record, we do not believe that this
use of CPNl is

anticonpetitive or contrary to what Congress envisioned because such
consolidation will not

result in the targeting of new custoners, but nerely will assist carriers in
better servicing

their existing customers.

60. Customers do not expect that carriers will use CPNl to market
of feri ngs outsi de
the total service to which they subscribe. W have concluded above that the
singl e category
approach is inconsistent with the | anguage of section 222. W also believe
that, as a policy
matter, it inadequately pronotes the goals underlying section 222. Severa
commrent er s,
i ncluding the BOCs, AT&T, and GIE, argue that customers understand and desire
for
carriers to use, disclose, or pernmt access to CPNl freely within the sane
corporate famly
regardl ess of whether the custoner subscribes to the service offerings of the
rel at ed
entities. As evidence, these parties offer a survey, conmnm ssioned by PacTel
whi ch t hey
cl ai m shows consuner support for such information sharing, as well as an earlier
study by
CBT. 1In general, the survey results purport to show that a majority of the
public believes
it is acceptable for businesses, particularly |ocal telephone conpanies, to
exam ne cust oner
records to offer custonmers additional services. PacTel clains that the Westin
study al so

i ndicates that the public is confident that |ocal tel ephone conpanies will use
per sona
i nformati on responsibly, and will protect the confidentiality of such

i nf ormati on.

61. We are persuaded, however, that the Westin study may not accurately
refl ect

custonmer attitudes, and fails to denpbnstrate that custoners expect or desire
carriers to use

CPNI to market all the categories of services available, regardless of the
boundari es of the



existing service relationship. First, the Westin study does not identify the
ki nd of tel ephone

information at issue. As Cox points out, the survey questions ask broadly
whet her it is

acceptable for a custoner's local tel ephone conpany to | ook over "customer
records” to

det erm ne which custoners would benefit from hearing about new services, wthout
expl aining the specific types of information that would be accessed. Mich CPNI,
however, consists of highly personal information, particularly relating to cal
desti nati on,

i ncl udi ng the nunbers subscribers call and fromwhich they receive calls, as
wel | as when

and how frequently subscribers make their calls. This data can be transl ated
i nto subscri ber

profiles containing informtion about the identities and whereabouts of
subscri bers' friends

and rel atives; which businesses subscribers patronize; when subscribers are
likely to be hone

and/ or awake; product and service preferences; how frequently and cost-
effectively

subscri bers use their tel econmunications services; and subscribers' soci al
nmedi cal , busi ness,

client, sales, organizational, and political tel ephone contacts.

62. Insofar as the Westin study failed to reveal to the respondents the

speci fic uses

of CPNI, we give little weight to the purported results as reflecting custoner
privacy

expectations. In addition, the wording and order of the questions in the survey
may have

predi sposed respondents to thinking that the information avail able woul d be
nonsensitive. In

particul ar, question 10 refers to the exam nation of records by customer service
representatives as "nornal," and inplies that the representative will be | ooking
only at the

services the custonmer has before offering new services. Survey respondents may
have

assuned that this was the informati on custoner service representatives woul d be
exani ni ng

in question 11. The survey did not clarify that customer service
representatives would al so

potentially exam ne sensitive CPNI, such as destination-related information. In
addi tion,

respondents may have treated questions 10 and 11 as aski ng them whet her they
want to |earn

about new services within the existing service relationship, and not as

i nvol vi ng whet her they

think their CPNl is sensitive information or whether they want it to be

di ssem nat ed out si de

that service relationship. Because certain CPNI, such as destination

i nformati on, can be

regarded as highly personal, we conclude that sone custoners nay not desire or
expect

carriers to use such information for all categories of tel ecommunications
servi ce avail abl e,

but rather would wish to limt the dissenination of the information outside the
service or



services to which they subscribed. |ndeed, contrary to US WEST's assertion
t hat custoners

do not suffer from "privacy angst,'
Wthin the | ast

several months, numerous published articles have chronicled customer concern
over the | oss

of privacy in this "infornation age."

ot her sources suggest just the opposite.

63. Mor eover, we do not believe we can properly infer that a custoner's
deci si on

to purchase one type of service offering constitutes approval for a carrier to
use CPNI to

mar ket ot her service offerings to which the custoner does not subscribe, and

t hat may not

even have been previously available fromthat carrier. In the pre-1996 Act

envi ronnent,

al t hough custoners could shop anpong | ong di stance providers, CVRS providers, and
i nfornation service providers (and anong all these providers' respective

di screte service

of ferings), nmobst custoners, as a general matter, could not choose anobng carriers
of fering

"one-stop shoppi ng" because such conprehensi ve service packages did not exist.
This is

particularly true in connection with | ocal service because incunbent LECs were
regul at ed

nonopol i es and therefore custonmers had no choice, and could not even shop, anpbng
| ocal

service providers. Accordingly, under these circunstances, it is highly
unl i kel y that

customers woul d have expected a carrier to which they subscribed for one service
to use

their CPNI for another service to which they did not subscribe - and which
previously may

have been unavailable - fromthat carrier

64. Second, even if the survey accurately shows that custoners desire "one-
stop

shopping,"” and would pernit carriers to share information in order to offer

i mproved

service, our interpretation of section 222(c)(1) does not foreclose carriers
ability to offer

i nt egrated packages nor the beneficial marketing uses to which CPNl can be nade.
We

agree with commenters that it is desirable for carriers to provide integrated

t el econmuni cati ons servi ce packages, and that the 1996 Act contenpl ates one-stop
shoppi ng, as past "product market" distinctions between |ocal and | ong distance
blur. W

are not persuaded, however, that the single category approach al one pronotes

t hese benefits.

W believe the total service approach al so acconmpdates these interests. The
total service

approach, for exanple, places no restriction on the offering of integrated
servi ce packages.

Mor eover, the carrier can use CPNl to market other offerings within an existing
category of

service, and when a custoner subscribes to nmore than one, can share CPNI for

mar keting all



offerings within the custoner's total existing service. In this way, the tota
servi ce approach

allows a carrier to use a custoner's account information to inprove the quality
of the service

to which the customer currently subscribes, without the fatal statutory,
privacy, and

conpetitive flaws of the single category approach

65. On this basis, we |likew se reject argunents in support of the two

cat egory

approach that restrictions on using CPNl to market a carrier's wireline and

wi rel ess services

only woul d serve to perpetuate artificially a |andline/CVRS distinction and

t her eby

di scourage innovative, integrated services. Bell South argues that such CPN
sharing is

crucial to effective joint marketing, and that treating CVMRS as a separate
servi ce category

for purposes of section 222 thus would thwart the joint nmarketing relief granted
to carriers

t hrough section 601(d) of the 1996 Act. As discussed in the CVRS Saf eguards
Order, we

di sagree that the joint marketing relief granted by Congress in section 601(d)
renders the

Conmi ssion without power to regulate the nature of the joint marketing. W
bel i eve the

CPNl restrictions set forth herein are a reasonabl e exercise of our authority
consistent with

section 601. Under the total service approach, where a custoner obtains CVRS
and | ocal or

| ong di stance service fromthe sane carrier, CPNl fromthe customer's entire
service can be

used to market related offerings, and inprove the custoner’'s existing service.
Carriers are

fully able to communicate with their existing custoners and solidify the
customer-carrier

relationship. This is precisely the benefit for which Congress contenpl ated,
and customners

expect, that CPNl would be used. Moreover, as ConpTel points out, the principa
"inefficiency" and bar to the offering of integrated service alleged under
Conputer Il and

Conputer 1l -- the inability of sales personnel to respond to customer
i nquiries regarding
ot her tel econmuni cations service offerings -- is explicitly elimnated by

section 222(d)(3).

Section 222(d)(3) provides that nothing in section 222 prohibits a carrier from
usi ng,

di scl osing, or permitting access to CPNI "to provide any inbound tel emarketing,
referral, or

adm ni strative services to the custoner for the duration of the call, if such
call was initiated

by the custoner and the customer approves of the use of such information to
provi de such

service."

66. To be sure, under the total service approach carriers may not use CPN



wi t hout prior custonmer approval to target custoners they believe would be
receptive to new

categories of service. Wile this Iinmitation under the total service approach
m ght make

i ncumbent carriers' marketing efforts |less effective and potentially nore
expensi ve than the

singl e category approach, we disagree that this is a wholly undesirabl e outcone
or contrary

to what Congress intended. The 1996 Act was neant to ensure, to the nmaximum
ext ent

possi bl e, that, as markets were opened to conpetition, carriers would win or
retain

customers on the basis of their service quality and prices, not on the basis of
a conpetitive

advant age conferred solely due to their incunbent status. W agree with severa
parties that

the single category approach, in contrast with the total service approach, would
give

i ncumbent carriers an unwarranted conpetitive advantage in marketing new

cat egori es of

services. New entrants, but not incunbents, would be forced to incur the costs
to obtain

approval for access to and use of CPNI, and may be placed at a conpetitive

di sadvant age

because not all custoners will approve access. This environnent, in turn, mght
di scour age

new entrants, thus thwarting the 1996 Act's goals of encouragi ng conpetition and
i nvest ment

in new technol ogy as well as accelerating the rapid depl oynent of advanced

t el econmuni cati ons.

67. Finally, we reject the claimput forth by several proponents of the
single

category approach that narrower interpretations of section 222(c)(1)(A) would
result in

significant adnministrative burdens for carriers. On the contrary, we concl ude
that the total

servi ce approach is the | east onerous adninistratively. Under the total service
appr oach,

unli ke under the category and discrete offering approaches, a carrier will be
able to use the

customer's entire custoner record in the course of providing the custoner

servi ce.

Mor eover, given our decisions to pernit oral, witten, or electronic approval
under

section 222(c)(1), and to inpose use rather than access restrictions, the tota
service

approach addresses any concern that CPNl restrictions will disrupt the customer-
carrier

di al ogue, and the carriers' ability to provide full customer service.

C. Scope of Carrier's Right Pursuant to Section 222(c)(1)(B)
1. Backgr ound

68. Section 222(c)(1) of the Act provides that, "except as required by |aw or
with



t he approval of the custoner, a tel econmunications carrier that receives or
obtai ns [ CPNI]

by virtue of its provision of a tel ecomunications service shall only use,

di scl ose, or permt

access to individually identifiable [CPNI] in its provision of (A) the

t el econmuni cati ons

service fromwhich such information is derived, or (B) services necessary to, or
used in, the

provi sion of such tel econmunications service, including the publishing of
directories." In

the Notice, the Conm ssion stated that CPNl obtained fromthe provision of any

t el econmuni cati ons service nay not be used to market CPE or information services
wi t hout

prior customer authorization, and sought comment on which "services" should be
deened

"necessary to, or used in" the provision of such tel ecommunications service.

The

Conmi ssion al so sought conment on whether carriers, absent custoner approval,
my use

CPNI derived fromthe provision of one tel ecomunications service to perform
installation,

mai nt enance, and repair for any tel ecomunications service, either under

section 222(c)(1)(B) because they are "services necessary to, or used in, the
provi si on of

such tel ecommuni cations service," or under section 222(d)(1) because the CPN is
used to

“initiate, render, bill and collect for tel ecomunications services."

69. Commenters focus on whether CPE, information services, or installation
mai nt enance, and repair services, should be deened "services necessary to, or
used in, the

provi sion of such tel ecomruni cati ons service."

2. Di scussi on
70. As a threshold matter, given the wide range of views on the interpretation
of
section 222(c)(1)(B), we reject US WEST's assertion that we sinply craft rules
repeati ng,

verbatim the statutory | anguage. W clarify, however, that we do not attenpt
here to

cat al ogue every service included within the scope of section 222(c)(1)(B), but
rat her address

the specific offerings that have been proposed in the record as falling within
that section, in

particular, CPE, certain information services, and installation, maintenance,
and repair

services. In so doing, we construe section 222(c)(1)(B), like section
222(c)(1)(A), to reflect

t he understanding that, through subscription to service, a custonmer inpliedy
approves its

carrier's use of CPNI for purposes within the scope of the service relationship
As we

conclude in Part IV.B.2 supra, we believe that custoners' inplied approval in
section 222(c)(1)(A) is limted to the total service subscribed to by the
customer. We



i kewi se believe that section 222(c)(1)(B) nost appropriately is interpreted as
recogni zi ng t hat

custonmers inpliedly approve their carrier's use of CPNl in connection with
certain non-

t el econmuni cati ons services. This inplied approval, however, is expressly
[imted to those

services "necessary to, or used in, the provision of such tel econmunications
service."

Through this limting | anguage, we believe carriers' CPNl use is confined only
to certain

non-t el ecommuni cati ons services (i.e. those "services" either "necessary to" or
"used in"), as

well as to those services that conprise the custonmer's total service offering
(i.e. "such

[section 222(c)(1)(A)] tel ecomruni cations service").

71. CPE and Certain Information Services. Based on the statutory |anguage we
conclude that, contrary to the position advanced by several parties, a carrier
may not use,

di scl ose, or pernmit access to CPNI, wi thout custoner approval, for the provision
of CPE and

nost information services because, as other comenters assert, they are not
"services

necessary to, or used in, the provision of such tel ecommuni cations service"
under

section 222(c)(1)(B). First, with respect to CPE, the exception in section
222(c)(1)(B) is

expressly linmted to non-tel ecomruni cati ons "services." CPE is by definition
cust omer

prem ses equi prent, and as such historically has been categorized and referred
to as

equi prent. W give neaning to the statutory |anguage, and find no basis to
extend the

exception in section 222(c)(1)(B) to include equiprment, even if it may be "used
in" the

provi sion of a teleconmunications service. Accordingly, we conclude that the
statutory

[imtation to "services" excludes CPE fromsection 222(c)(1)(B), and carriers
cannot use

CPNI derived fromtheir provision of a tel ecomunications service for purposes
in

connection with CPE

72. Second, we conclude that, while the information services set forth in the
record (e.g., call answering, voice nail or nessaging, voice storage and
retrieval

services, fax store and forward, and Internet access services) constitute non-
t el econmuni cations "services," they are not "necessary to, or used in" the
carrier's provision

of telecomrunications service. Rather, we agree with the observation of
sever al

commenters that, although tel ecomunications service is "necessary to, or used
in, the

provision of" information services, information services generally are not
"necessary to, or

used in, the provision of" any tel ecommunications service. As |TAA notes,



t el ecommuni cations service is defined under the Act in ternms of "transm ssion,"
and

i nvol ves the establishment of a transparent comuni cations path. The
transni ssi on of

i nformati on over that path is provided without the carrier's "use" of, or "need"
for,
i nfornati on services. In contrast, information services involve the "offering

of a capability
for generating, acquiring, storing, transformng, processing, retrieving,
utilizing, or making

avail abl e information via tel ecommunications." |ndeed, the statute specifically
excl udes

fromthe definition of information service "any use of any such [information
service]

capability for the managenent, control, or operation of a tel ecomrunications
systemor the

managenent of a tel ecomunications service.
general |y,

and in particular those fewidentified in the record (i.e., call answering,
voice mail or

nessagi ng, voice storage and retrieval services, fax store and forward, and

I nternet access

services), are provided to consuners independently of their tel econmunication
servi ce,

they neither are used by the carrier nor necessary to the provision of such
carrier's service.

Because i nformati on services

73. Contrary to NYNEX s argument, we conclude that Congress' designation of
the publishing of directories as "necessary to, or used in" the provision of a
t el econmuni cati ons service does not require a broad reading of section
222(c) (1) (B) that

enconpasses all information services. W are persuaded that section
222(c)(1)(B) covers
services like those fornerly characterized as "adjunct-to-basic,” in contrast to

the information

servi ces such as call answering, voice mail or nessaging, voice storage and
retrieval

services, fax store and forward, and Internet access services, that the parties
identified in the

record. As noted supra, before the 1996 Act, the Conmi ssion recognized that
certain

conput er processing services, although included within the literal definition of
enhanced

services, were nevertheless "clearly 'basic' in purpose and use" because they
"facilitate use

of traditional tel ephone service." Exanples of adjunct-to-basic services

i ncl ude speed

dialing, call forwarding, conputer-provided directory assistance, cal

nmoni toring, caller |D

call tracing, call blocking, call return, repeat dialing, call tracking, and
certain centrex

features. Wth respect to these services, the Conm ssion stated that such
conput er

processi ng applications were "used in conjunction with 'voice' service" and
"hel p

t el ephone conpani es provide or manage basic tel ephone services,
t he

as opposed to



i nformation conveyed through enhanced services. Although the Conmi ssion
subsequent |y

recogni zed these adjunct-to-basic services as being tel ecommunications services
in the Non-

Accounting Saf eguards Order, their appropriate service classification remnained
uncl ear at the

time that Congress passed the 1996 Act. Accordingly, we believe the | anguage in
section 222(c)(1)(B), "services necessary to, or used in, the provision of such
t el econmuni cati ons service," reaches these adjunct-to-basic services, which are
"used in" the

carrier's provision of its telecomunications service. On this basis, we agree
with those

parties arguing that services such as call waiting, caller I.D., cal

f orwar di ng,

SONET, and I SDN would fall within the | anguage of section 222(c)(1)(B)

t heref ore,

carriers need not obtain express approval fromthe custoner to use CPNl to

mar ket those

services. W disagree, however, that other services, now classified as

i nformation services,

such as call answering, voice mail or nessaging, voice storage and retrieval
services, fax

store and forward, and Internet access services, would come within its neaning.

74. Qur interpretation is supported by Congress' exanple of the publishing of
directories. The publishing of directories, |like those services fornmerly
descri bed as adj unct -

to-basic, can appropriately be viewed as necessary to and used in the provision
of conpl ete

and adequate tel ecomuni cation service. As the Conm ssion reasoned, in
connection with

finding directory assistance to be an adjunct-to-basic service: "[w] hen a

cust omer uses

directory assistance, that customer accesses information stored in a tel ephone
conpany data

base. . . . [ Such] service provides only that infornmation about another
subscri ber's

t el ephone nunber which is necessary to allow use of the network to place a cal
to that other

subscriber.” As with directory assistance services, if listings are not
publ i shed, many calls

cannot, and will not, be nade. |In this way, the publishing of directories is
l'i kew se

necessary to facilitate call conpletion. This is the view taken by nunerous
state courts that

have explicitly found that the publishing of tel ephone listings is a necessary
conponent of the

provi sion of basic tel ephone service. |In contrast, nost information services
are not "used

in, or necessary to" the provision of the carrier's tel ecommunications service.

75. As a matter of statutory construction, we find that the |anguage of
section 222(c)(1)(B) is clear and unanbi guous, and does not permt the

i nterpretation that

CPE and nost information services are "services necessary to, or used in, the
provi si on of



such tel ecommuni cations service." But even if that |anguage is ambi guous, we
are

unper suaded by parties' contrary argunments based on the |egislative history and
policy

consi derations. Specifically, we disagree with US WEST's claimthat the
absence in

section 222 of an express CPE and information services marketing prohibition
whi ch was

contained in the House bill, indicates that Congress intended to allow CPNl use
for

mar keti ng CPE and i nformation services w thout custoner approval. W do not
bel i eve

that this legislative history indicates Congress' intent one way or the other
Because any

change from prior versions is not explained in the Conference Report, we decline
to

specul ate about the possible reasons underlying the revisions to this provision.
Mor eover, as

| TAA and ConpuServe argue, including infornmation services within the scope of
section 222(c)(1)(B) may give an unfair conpetitive advantage to i ncunbent
carriers in

entering new service markets. Accordingly, restricting CPNIl use in the CPE

mar ket is

consi stent with Congress' express intent that, as part of the bal ance, we
protect conpetitive

concerns regardi ng CPNl use.

76. We al so reject suggestions that restrictions on CPNl sharing in the

cont ext of

CPE and information services would be contrary to customer expectations, as wel
as

detrimental to the goals of custoner conveni ence and one-stop shopping. As |TAA
notes, CPNl is not required for one-stop shopping. Qur

interpretation of section 222(c)(1)(B) does not prohibit carriers from bundling
servi ces that

they are otherwi se able to bundl e under the 1996 Act, or from nmarketing

i ntegrated service

offerings. The restrictions nmerely would require the carrier to obtain customner
approval

before using CPNI for such purposes.

77. Finally, we reject parties' contentions that we should permt carriers to
use

CPNl in connection with CPE and information services because the Conm ssion in
t he past

permtted nore information sharing. PacTel argues that CVRS-rel ated CPE and

i nformati on services cone within the nmeaning of section 222(c)(1)(B) because the
Conmi ssion previously had not restricted CMRS carriers' use of CMRS CPNl to

mar ket

these offerings. Wiile it is true that the Comm ssion previously had all owed
CVRS

carriers to use CVMRS CPNI to market CVRS-related CPE and information services,
Congress was well aware of the Conmission's treatnent of CVRS CPNI, and of our
framewor k of nonstructural safeguards in connection with CPE and information
services. In

its place, Congress enacted section 222 which extends to all tel econmunications
carriers and



thus all tel econmunications services, and which contains no exception for CVRS-
rel at ed

CPE and information services. Myreover, we note that the efficiencies gained

t hr ough

permtting CPNl use for marketing enhanced services, described by the Conmm ssion
in a pre-

1996 Act proceeding, were in the context of an inbound call. Section 222(d)(3)
expressly

permts use of CPNI upon the approval of the customer in this inbound context,
and

t herefore, would not preclude the one-stop shopping envisioned by the Conmi ssion
in that

order. Thus, while the Conmm ssion previously chose to bal ance consi derations of
privacy

and conpetition that permtted nmore sharing of information in these contexts,
Congr ess

struck a different balance in section 222, which now controls. W also note,
however,

that the record in this proceeding does not indicate whether, as a matter of
policy, carriers

shoul d be prohibited from nmarketi ng CPE under the total service approach

Section 64.702(e) of the Commrission's rules specifies that CPE is separate and
di stinct from

t he provision of conmon carrier comunications services. It neverthel ess may be
appropriate in the future for us to exam ne whether the public interest would be
better served

if carriers were able to use CPNI, within the framework of the total service
approach, in

order to market CPE

78. Installati on, Mintenance, and Repair Service. W conclude that, pursuant
to

section 222(c)(1)(B), a carrier may use, disclose, or permt access to CPN,

wi t hout

custoner approval, inits provision of inside wiring installation, nmaintenance,
and repair

services. W note at the outset that conmenters responded quite generally to
the Notice's

qguestion on this issue, with several concluding, with little or no di scussion
that "carriers

may use CPNI derived fromthe provision of one tel ecomunications service to
perform

installation, nmaintenance, and repair for any tel econmuni cations service" under
section 222(c)(1)(B). Apart fromthe context of inside wiring, we are uncertain
as to what

other installation, maintenance, and repair services parties contend that CPN
coul d be used.

Because conmenters failed to specify their views further, we reject as
unsupported and

uncl ear, the general claimthat CPNl derived fromthe provision of
t el econmuni cati ons

service" nay be used to provide installation, maintenance, and repair services
for any

t el econmuni cations service. Nevertheless, the record supports pernitting the
provi si on of

inside wiring installation, naintenance, and repair services under section
222(c)(1)(B), and

one



we accordingly limt our discussion of installation, naintenance, and repair
services to inside
wiring-related services.

79. Specifically, we are persuaded that installation, maintenance, and repair
of

inside wiring is a service both "necessary to" and "used in" a carrier's

provi sion of wireline

t el econmuni cations service. As such, carriers may use, w thout custoner
approval, CPN

derived fromw reline service for the provision of inside wiring installation
mai nt enance,

and repair services. As U S WEST points out, inside wiring has little purpose
beyond

physi cally connecting the tel ephone transm ssion path. W also agree with
PacTel that the

carrier's "provision" of a teleconmunications service includes keeping the

t el econmuni cations service in working order through installation, naintenance,
and repair

services. The Commission's decision in the Universal Service O der regarding
i ntra-school

and intra-library connections supports our interpretation. |In that order, the
Conmi ssi on

found that the installation and nmai ntenance of internal connections constitute
"addi tional

services" and thus are eligible for universal service support under section 254
of the 1996 Act.

80. We further believe that our conclusion is fully consistent with custoner
expectation, and thereby furthers the statutory principles of custoner control
and

conveni ence enbodi ed in section 222. Although inside wiring installation

mai nt enance,

and repair services nay be purchased separately fromtel ephone services, they
constitute non-

t el econmuni cati ons services that carriers effectively need and use in order to
provi de

wireline tel ecomuni cations services. W believe such services represent core
carrier

of ferings that are both necessary to and used in the provision of existing
service, which is

preci sely the purpose for which both Congress intended, and we believe custoners
expect,

that CPNI be used. Because we conclude that such CPNl use by carriers is within
custoners' expectations, we do not believe that our interpretation of section
222(c)(1)(B)

j eopardi zes privacy interests. Moreover, insofar as the Comi ssion did not
restrict LEC use

of CPNI to market inside wiring maintenance contracts prior to the 1996 Act, our
interpretation of section 222(c)(1)(B) will not increase any existing
conpetitive advant age.

D. Scope of Carrier's Right Pursuant to Section 222(d) (1)

1. Backgr ound



81. The Conmi ssion observed in the Notice that section 222(d)(1) enables
carriers

to use, disclose, or permt access to CPNl "to initiate, render, bill, and
collect for
t el econmuni cati ons services." After generally acknow edging that section 222

restricts the

unapproved use of CPNI for any purpose other than those specified in section
222(c)(1) and

the exceptions listed in section 222(d), the Comm ssi on sought specific comrent
on whet her

carriers, absent custoner approval, nay use CPNl derived fromthe provision of
one

t el econmuni cations service to performinstallation, maintenance, and repair for

any
t el econmuni cati ons service to which a custoner subscribes, either under section
222(d) (1)

because they are used "to initiate, render, bill, and collect for

t el ecommuni cati ons services"
or section 222(c)(1)(B)

2. Di scussi on

82. In the context of installation, maintenance, and repair of inside wring,
we

concl ude that section 222(d)(1), as well as section 222(c)(1)(B), permt carrier
use of CPN

wi t hout custoner approval for the provision of such services. W agree with
virtually all

conmenters that section 222(d)(1)'s permnission for carriers to use CPNl "to
initiate, render,

bill, and collect for telecommunications services" includes the actua

i nstal |l ation,

mai nt enance, and repair of inside wring.

83. Qur conclusion is consistent with Equifax's concerns that we not interpret

sections 222(d)(1) as well as 222(d)(2) in a nanner that inpedes carriers
access to

information for the purpose of billing, fraud prevention, and related services,
as well as the

carriers' ability to provide the required information. W agree that section
222(d)(2)'s

exception for the disclosure of CPNI "to protect the rights or property of the
carrier, or to

protect users of those services and other carriers fromfraudul ent, abusive, or
unl awf ul use

of , or subscription to, such services" includes the use and disclosure of CPN
by carriers

to prevent fraud. Sections 222(d)(1) and (2) establish that the carrier and
public's interest in

accurate billing and collecting for tel ecommunications services and in
preventing fraud and

abuse outwei gh any privacy interests of those who mght attenpt to avoid paynent
of their

bills or perpetrate a fraud.

84. Contrary to the clains of AT&T and MCI, we further conclude, however,



that the term"initiate" in section 222(d)(1) does not require that CPNl be

di scl osed by

carriers when conpeting carriers have "won" the custoner. W agree with GIE

t hat

section 222(d) (1) applies only to carriers already possessing the CPNI, within
t he context of

the existing service relationship, and not to carriers seeking access to CPN
W not e,

however, that section 222(c)(1) does not prohibit carriers fromdisclosing CPN
to conpeting

carriers, for exanple, upon custoner "approval." Accordingly, although an

i ncunbent

carrier is not required to disclose CPNI pursuant to section 222(d)(1) or
section 222(c)(2)

absent an affirmative witten request, |ocal exchange carriers may need to

di scl ose a

custoner's service record upon the oral approval of the custoner to a conpeting
carrier prior

to its comencenment of service as part of the LEC s obligations under sections
251(c)(3) and

(c)(4). In this way, section 222(c)(1l) permits any sharing of custoner records
necessary

for the provisioning of service by a conpetitive carrier, and addresses the
conpetitive

concerns rai sed by AT&T and Ml

85. Furthernore, a carrier's failure to disclose CPNl to a conpeting carrier
t hat

seeks to initiate service to a customer that wi shes to subscribe to the
conpeting carrier's

service, may well, dependi ng upon the circunstances, constitute an unreasonabl e
practice in

viol ati on of section 201(b). W also do not believe, contrary to the position
suggest ed by

AT&T, that section 222(d)(1) permts the forner (or soon-to-be former) carrier
to use the

CPNI of its forner custonmer (i.e., a custonmer that has placed an order for
service froma

conpeting provider) for "custoner retention" purposes. Consequently, a |loca
exchange

carrier is precluded fromusing or accessing CPNl derived fromthe provision of
| ocal

exchange service, for exanple, to regain the business of a custoner that has
chosen anot her

provider. The use of CPNl in this context is not statutorily pernitted under
section 222(d) (1), insofar as such use would be undertaken to market a service
to which a

customer previously subscribed, rather than to "initiate" a service within the
nmeani ng of that

provision. Nor do we believe that the use of CPNI for customer retention

pur poses is

perm ssi bl e under section 222(c)(1) because such use is not carried out
[the] provision" of

service, but rather, for the purpose of retaining a custoner that had al ready
undert aken steps

to change its service provider. Custoner approval for the use of CPNl in this
situation thus

in



may not be appropriately inferred because such use is outside of the customer's
exi sting
service relationship within the meaning of section 222(c)(1)(A).

V. " APPROVAL" UNDER SECTI ON 222(c) (1)

A. Overvi ew

86. Under sections 222(c)(1), (c¢)(2), and (d)(3), a carrier may (or must) use,
di scl ose, or pernit access to CPNl upon the custoner's approval. |In contrast to
sections 222(c)(2) and (d)(3) of the Act, in which Congress made clear the form
of customer

approval, section 222(c)(1) does not specify what kind of approval is required
when it

permts a carrier upon "approval of the customer"” to use, disclose, or permt
access to CPN

for purposes beyond the limted exceptions set forth in sections 222(c)(1) (A
and (B)

Because the form of approval has bearing on carriers' use of CPNl as a marketing
tool, we

recei ved consi derabl e conment concerning the proper interpretation of "approval”
under

section 222(c)(1). 1In general, parties offer three separate views, ranging from
a nost

restrictive interpretation that would require approval to be in witing, to a
perm ssi ve one,

where carriers merely would need to provide customers with a notice of their
intent to use

CPNI, and a nechanismfor custonmers to "opt-out” fromthis proposed use (notice

and opt -
out).
87. We conclude that the term "approval "™ in section 222(c)(1) is anbi guous

because it could permt a variety of interpretations. W resolve that anbiguity
by

i mpl enenting the statute in a manner that will best further consuner privacy
i nterests and
conpetition, as well as the principle of custoner control. W conclude that

carriers must

obtain express witten, oral, or electronic approval for CPNl uses beyond those
set forth in

sections 222(c)(1)(A) and (B). Further, in order to ensure that custonmers can
provi de

i nforned approval under section 222(c)(1), we require that carriers give
custoners explicit

notice of their CPNl rights prior to any solicitation for approval. By
i mpl ementing the
approval requirements of section 222(c)(1) in this manner, we will nininize any

unwant ed or
unknowi ng di scl osure of CPNl by customers, consistent with Congress' concern for

consumer privacy interests. |In addition, as expl ained bel ow, we determ ne that
this form of
approval will mnimze the conpetitive advantages that mnight otherw se accrue

unnecessarily
to i ncunbent carriers.

B. Express Versus Notice and Opt- Cut



1. Backgr ound

88. The Conmi ssion sought comment in the Notice on which nethods carriers
may use to obtain custoner approval consistent with section 222. The Conmi ssion
recogni zed that, in the Conputer 1l proceedings, prior to the 1996 Act, it

established certain

aut horization requirenents applicable solely to the enhanced servi ces operations
of AT&T,

the BOCs, and GTE, and to the CPE operations of AT&T and the BOCs. Under these
Conputer |1l rules, for exanple, the BOCs, AT&T, and GIE are required to provide
mul ti-

i ne business customers with witten notification of their right to restrict

CPNI use. Absent

customer direction to the contrary, we permt these carriers to use their
respective CPNI for

mar ket i ng purposes as proposed in their notice. This notice and opt-out
approach does not

extend, however, to business custonmers with twenty or nore access lines. For

t hese | arge

busi ness custonmers, we require the BOCs and GTE to obtain affirmative witten
aut hori zation

before using CPNI to market enhanced services. The Conmi ssion invited conment
in the

Noti ce on whet her these Conputer |1l requirenents should remain in view of
section 222.

89. The Conmi ssion al so sought coment in the Notice on a nunber of
alternative

net hods by which carriers nmay obtain custonmer approval under section 222(c)(1).
The

Conmi ssion noted, for exanple, that carriers may choose a witten nmethod, in the
formof a

letter or billing insert sent to the customer that contains a sumary of the
customer's CPN

rights and is acconpani ed by a postcard that the custoner could sign and return
to the carrier

to authorize CPNl use. The Conmi ssion sought coment on the privacy and
conpetitive

implications, as well as the costs and benefits, of requiring carriers to obtain
prior witten

approval before they could use, disclose, or permt access to custoner CPNI

90. Al ternatively, the Conm ssion sought coment on whether section 222(c)(1)
allows carriers to engage in outbound tel emarketing to obtain oral custoner
approval for

CPNI use. The Conmi ssion observed that sections 222(c)(2) and (d)(3) give rise
to

conflicting inferences as to whether approval can be oral. The Conm ssion
noted, for

exanpl e, that section 222(c)(2) requires tel ecomruni cations carriers to disclose
CPNI "upon

affirmative witten request by the custoner, to any person designated by the
custorer," and

that the absence of a simlar witten requirenent in section 222(c)(1) suggests
t hat oral



approval is pernmitted under that provision. On the other hand, section
222(d) (3) provides

that tel ecomruni cations carriers may use, disclose, or permt access to CPN
provi de any

i nbound tel emarketing, referral, or administrative services to the customer for
t he duration of

to

the call, if such call was initiated by the custonmer and the custoner approves
of the use of

such information to provide such service." The Comm ssion stated that section
222(d)(3)

could be interpreted to suggest that oral consent was not permissible for a
br oader purpose or
a longer duration, or, in the alternative, to allow a carrier to use CPNl to
provi de a custoner

with information for the duration of an inbound call, even if the custoner has
ot herwi se
restricted the carrier's use of CPNI. The Conm ssi on sought conment on how

section 222(c)(1) should be interpreted in Iight of these other provisions.
2. Di scussi on

91. As noted above, while section 222(c)(1) requires customer approval for
carrier

use of CPNI outside the scope of sections 222(c)(1)(A) and (B), it does not
expressly state

the formof this approval. |In order to inplenent this provision, we therefore
nmust deterni ne
what nethod of approval will best further both privacy and conpetitive

interests, while

preserving the custoner's ability to control dissenination of sensitive
information. W

conclude, contrary to the position of a nunmber of parties, that an express

appr oval

mechani smis the best nmeans to inplenent this provision because it will mnimze
any

unwant ed or unknowi ng disclosure of CPNI. In addition, such a nechanismwil|
limt the

potential for untoward conpetitive advantages by incunmbent carriers. Qur
conclusion is

gui ded by the natural, conmon sense understanding of the term "approval," which
we

bel i eve generally connotes an informed and deli berate response. An express
approval best

ensures such a know ng response. |n contrast, under an opt-out approach, as
even its

proponents adnit, because custoners nay not read their CPNl notices, there is no
assurance that any inplied consent would be truly inforned. W agree with the
observations of MCl and Sprint that, insofar as custonmers may not actually
consi der CPNI

noti ces under a notice and opt-out approach, they may be unaware of the privacy
pr ot ecti ons

af forded by section 222, and nmay not understand that they nust take affirmative
steps to

restrict access to sensitive information. W therefore find it difficult to
construe a

custoner's failure to respond to a notice as constituting an inforned approval
of its contents.



Accordi ngly, we adopt a nechani sm of express approval because we find that it is
t he best
neans at this tine to achieve the goal of ensuring informed customer approval.

92. We are not persuaded by the statutory argunent raised by the BOCs, AT&T,
and GTE that Congress' requirenent of an "affirmative witten request” in
section 222(c)(2)

neans that Congress intended to permt notice and opt-out when it required only
"approval "

in section 222(c)(1). Wiile we agree that we should give neaning to Congress
use of two

different ternms in sections 222(c)(1) and (c)(2), we believe that Congress' use
of "approval "

in section 222(c)(1) can nore reasonably be construed to pernmit oral, in
addition to witten

approval, rather than to require notice and opt-out. Qur interpretation is
consistent with the

suggesti on by several parties that Congress intended to recogni ze the existing
cust omer -

carrier relationship through permtting "approval" in section 222(c) (1), which
governs the

existing carrier's use, disclosure, and perm ssion of access to CPNl, as opposed
to requiring

an "affirmative witten request” as in section 222(c)(2), which governs

di scl osure to "any

party." W are not persuaded, however, that Congress intended for its

encour agenent of

the custoner-carrier relationship to translate to support for notice and opt-out
within the

nmeani ng of section 222(c)(1). Rather, insofar as oral approval pronotes

cust omer and

carrier conveni ence, as discussed infra, we believe that Congress sought to
facilitate the

exi sting custoner-carrier relationship by permtting "approval" that is oral, in
addition to

witten, in both sections 222(c)(1) and (d)(3), but not notice and opt-out as
well. |In addition,

we are not persuaded that use of the term"affirmative" in section 222(c)(2)
suggests that the

absence of such termin section 222(c)(1) evinces Congressional support for an
opt - out

nmet hod because a common sense interpretation of "approval" suggests a know ng
accept ance,

whi ch opt-out cannot ensure. W also reject the argunent that Congress
contenpl at ed t hat

approval in section 222(c)(1) would be notice and opt-out based on an existing
busi ness

rel ati onship. Because section 222(d)(3) explicitly excepts fromthe genera
CPNI

restrictions a carrier's use of CPNl to engage in "inbound tel emarketing

[and ot her]

services" for the duration of the call if the customer that placed the cal
grants express (oral)

approval, we conclude that Congress could not have contenplated that the only
form of

approval in the context of an existing business relationship would be notice and
opt-out. The



exception in section 222(d)(3), which pernits a form of express approval, is
applicable only
in the context of an existing business relationship

93. W |ikewise reject US WEST's claimthat the earliest versions of what
becamre H R 1555 requires that we interpret "approval” to permt notice and opt-
out. US

WEST argues that a change in |anguage from"affirmative request,"” used in HR
3432

(introduced in 1993 during the first session of the 103rd Congress), to
"approval " in the

subsequent bill H R 3626 (introduced in 1994 during the second session of the
103rd

Congress) signifies Congress' intent not to require affirmative approval in what
| ater becane

H R 1555 (introduced in 1995, during the 104th Congress), directly preceding
section 222(c)(1) of the Act. Based on established principles of statutory
interpretation, we

generally accord little weight to textual changes nmade to such early predecessor
bills in the

precedi ng Congressi onal session, unless the reason for such changes are
expl ai ned in rel evant

| egislative history. Even if we consider the earlier |anguage, we are not

per suaded that a

change from"affirmati ve request” to "approval" was intended to be substantive.
It is equally

pl ausi bl e (and we believe nore likely) that the sponsors of these bills viewed
the term

approval, as we do, to be synonymous with affirmative request, and nade the
change for

other stylistic reasons.

94. In contrast, we believe that, although the legislative history offers no
specific
gui dance on the neaning of "approval" in section 222(c)(1), the language in the

Conf erence

Report, explaining that section 222 strives to "balance both conpetitive and
consuner

privacy interests with regard to CPNI,"'
expr ess

approval is the better reading of the statutory |anguage. 1In contrast with

noti ce and opt - out,

an express approval requirenent best protects both privacy and conpetitive
concerns. W

bel i eve that inposing an express approval requirenent provides superior
protection for

privacy interests because, unlike under an opt-out approach, when customners mnust
affirmatively act before their CPNl is used or disclosed, the confidentiality of
CPNl is

preserved until the custonmer is actually inforned of its statutory protections.
This ensures

that custoners' privacy rights are protected agai nst unknowi ng and uni nt ended
CPNI

di scl osure. W disagree with PacTel's contention that the use of CPNl does not
pose the

same privacy risks as the use of medical and financial records, and therefore

t hat the express

strongly supports our concl usion that



consent typically required for the use of such records is not warranted for
CPNI .

Al t hough PacTel observes that the content of phone calls is sensitive, it fails
to recogni ze that

call destinations and other details about a call, which constitute CPNI, may be
equal Iy or

nore sensitive. |Indeed, PacTel's own survey, the Westin study, reported finding
that a

majority (53 percent) of the public believes it is "very inportant” that

t el ephone conpani es

adopt strong privacy policies, which is indicative of the public's concern that
this information

may be abused, and shoul d be considered sensitive. Thus, even assum ng that an
opt - out

approach can be appropriate for less sensitive customer information, such an
approach woul d

not be appropriate for the disclosure of personal CPNI. W also note that
section 222

est abl i shes various categories of custonmer information and different privacy
protections for

these categories. |In particular, section 222 distinguishes anong "CPNI" (e.g.
sections 222(c) (1), 222(c)(2)), "aggregate information" (e.g., section
222(c)(3)), and

"subscriber list information" (e.g., section 222(e)). This suggests that
Congress did not

intend to require that custoner information be delineated into further
categories. W thus

reject Cox's contention that the sensitivity of the CPNl should govern the form
of express

approval required. The delineation of information categories in section 222
al so

underm nes NTI A s and ot her comenters' suggestion that CPNl is not understood
as

personal or sensitive information, and that a notice and opt-out approach is
therefore

appropriate. Section 222 accords the nbst protection to CPNI, by requiring
cust omer

approval before it may be di ssenm nated beyond the existing custoner-carrier

rel ati onship.

95. In connection with conpetitive concerns, we agree, as several parties
suggest, that notice and opt-out is likely to result in a greater percentage of
i mplied

"approval s," and thus may place certain carriers at a conpetitive disadvantage
relative to

i ncunbent carriers that possess nost of the CPNI. Even if narket forces provide
carriers

with incentives not to abuse their custoner's privacy rights, as sonme parties
suggest, these

forces woul d not protect conpetitors' concerns that CPNl could be used
successfully to

| everage former nonopoly power into other markets. Mreover, because section
222 applies

to all telecomunications carriers, and thus all services offered by such
carriers (not nerely

CPE and enhanced services), we believe that there is greater incentive for
carriers to use



CPNI under this new statutory schenme, and thus greater potential for abuse. In
particul ar,

i nasmuch as the 1996 Act sought to open new tel econmruni cati ons markets to al

carriers,

such as the long distance and | ocal markets, we believe that carriers may have
reater

?ncentive to use CPNl to gain a foothold in these new nmarkets than they did
under

Conputer I1l. This is particularly true for the Iong distance and | ocal narkets

as entry into

these nmarkets would be nore lucrative than the CPE and enhanced services narkets

t hat

were the subject of Computer Il1l. Furthernore, we believe that CPNl may be a
nor e usef ul

marketing tool in the context of entry into these service areas, in contrast

with the linmted

context of CPE and enhanced services. Accordingly, we believe that an express

approval

requi renent nost appropriately bal ances the conpetitive and privacy concerns at

st ake when

carriers seek to use, disclose, or permt access to CPNl for purposes beyond

sections 222(c)(1)(A) and (B)

96. W recogni ze, as several parties point out, that the Conm ssion in the
past

allowed a notice and opt-out nechanismfor the use of CPNI to narket enhanced
servi ces

and CPE under the Conputer 1l CPNIl framework. It is well-established, however
t hat an

admi ni strative agency may depart from precedent so long as it provides a

r easoned

justification. Consistent with this principle, for the reasons descri bed
herein, we find that

t he enactnent of section 222, and the framework and principles it enbodies,
justifies our

adopti on of an express approval requirenent. Unlike the Conmi ssion's pre-

exi sting policies

under Conputer 11, which largely were intended to address conpetitive concerns,
section 222 of the Act explicitly directs a greater focus on protecting custoner
privacy and

control. This new focus enbodied in section 222 evinces Congress' intent to
stri ke a bal ance

bet ween conpetitive and customer privacy interests different fromthat which
existed prior to

the 1996 Act, and thus supports a nore rigorous approval standard for carrier
use of CPN

than in the prior Commission Computer 111 franework.
97. QO her policies the Comm ssion adopted in the past that permtted non-
express

approval are |ikew se distinguishable. For exanple, GIE cites prior decisions
inthe Billing

Nane and Address (BNA) and Caller ID proceedings. Contrary to GIE' s

cont enti ons,

we believe that the concerns associated with the disclosure of CPNl in section
222 are



qualitatively different fromthose at stake in the BNA and Caller ID
proceedi ngs. Unlike

BNA, which only includes information necessary to the billing process, CPN

i ncl udes

sensitive and personal information about whom a subscriber calls, the time of
day the call is

made, and how often the subscriber calls a particular nunber, anong ot her

t hi ngs.

Mor eover, the Commi ssion noted in the BNA Order that custoners expect BNA to be
used

for billing purposes only, and it limted carriers' use based on that
expectation. This

reasoning is fully consistent with our interpretation in connection with CPN
announced

herein. CPNl and caller ID are simlarly distinguishable. 1In the case of
cal l er 1D services,

the only infornmation that can be transmtted through the network includes the
cal ler's nane

and the calling party nunber. W find that the transmi ssion of this information
is far less

sensitive than the disclosure of CPNI. Furthernore, consistent with our
approach herein, the

Conmission in the Caller ID proceedings restricted the use by busi nesses of

i nformation

regarding the identity of calling parties to nmarketing purposes within the

exi sting custoner

rel ati onshi p.

98. Finally, several parties, pointing to our inplenentation of the TCPA
argue

that we recognized in that order that solicitations to persons with whomthe
carrier has a

prior business relationship do not adversely affect custoner privacy interests,
and may even

be deened to be invited based on that pre-existing relationship. Wile we
crafted an

exception for established business relationships in inplenmenting the TCPA, our
action in that

proceeding is not inconsistent with the express approval requirenment we adopt in
this order.

In contrast to section 222, section 227 specifically excepts fromthe definition
of "tel ephone

solicitation" a call or nessage "to any person with whomthe caller has an

est abl i shed

busi ness rel ationship." Congress did not so except fromthe approval

requi renent of

section 222(c)(1) calls mde to custoners with whoma carrier has a pre-existing
busi ness

rel ationship. W |ikew se reject the argunments that Congress' express provision
for a

noti ce and opt-out mechanismin section 551 of the Act sonehow conpel s that
result here

even though the | anguage of section 222 contains no sinilar express reference to
such a

nmechanism To the contrary, section 551 confirns that Congress knew how to
draft a



noti ce and opt-out provision when it determ ned that such an approach was
appropriate. For

all these reasons we reject comenters' argunents that notice and opt-out is in
sone nmanner

requi red by the | anguage of section 222, or other precedent.

99. Qur express approval requirenent also is justified by the principles of
customer control and convenience that are enbodied in section 222. These
principl es

contenplate that the custonmer, not the carrier, will decide whether and to what
extent CPNI

is used. Consistent with these principles, we find that express approval, in
contrast to a

noti ce and opt-out approach, best ensures that custoners naintain control over
carrier use of

sensitive CPNI, and that those that wish to linmt the use and di ssem nation of
their

information will know how, and be able to do so. A narket trial conducted by U
S WVEST

supports the view that, when asked, customers nore often than not want to limt
their

carrier's use of their CPNl for purposes beyond the existing service
relationship. Inits trial

US WEST attenpted to obtain affirmative approval through various neans,

i ncl udi ng

i nbound and out bound tel ephone solicitations, as well as through direct mail

I n seeking

approval fromits |local service customers, U S WEST general |y expl ai ned that:

W're calling all of our customers to ask for their permission to continue

to
share informati on about their tel ephone account services within the
expandi ng
U S VEST fanmly of product areas. This will allow us to keep on working
cooperatively with other US WEST product areas -- |like wireless, |ong
di stance and the Internet -- to custom ze product packages to natch your
i ndi vi dual needs.
The study generally found that, of those custoners even willing to listen to U S
VEST' s
request for approval (e.g., in the outbound tel ephone solicitation, those that

did not hang up

or were otherw se not reached), the majority of customers contacted did not
approve the

carrier's use of their CPNl as proposed by U S WEST. This failure to obtain
approval

from nost customers resulted regardl ess of whether the solicitation for approval
was

undert aken by tel ephone or by mail, or acconpanied by financial incentives. For
exanpl e,

t he out bound tel ephone solicitation trial produced a weak response, with nore
resi denti al

custoners denying rather than granting approval for CPNl use. Sinmilar results
wer e

obtained in response to the direct nmail canpaign, even when financial

i nducenents were

provi ded.



100. U S WEST argues that these findings reflect consuners' aversion to
mar ket i ng

general ly, rather than any particular privacy concern regarding CPN, and
further show t hat

affirmati ve custoner consent, whether witten or oral, is too difficult and
expensive to secure

to be practical. W believe, however, that an equally plausible interpretation
of these

results is that they suggest that many custoners value the privacy of their

per sona

i nformati on, and do not want it used or shared for purposes beyond the existing
service

rel ati onship. Mreover, even if US WEST is correct, and custonmers do not grant
approval sinply because they do not want to be marketed to, this finding would
not support

permtting notice and opt-out. |Indeed, it would suggest, as MCl observes, that
contrary to

US WEST's claim custoners do not want to hear about "expandi ng service

of ferings," and

in particular do not want their CPNl used toward that end.

101. The findings of the Westin study do not persuade us differently. In
gener al

the survey results purport to showthat a majority of the public believes it is
acceptabl e for

busi nesses, particularly local telephone conpanies, to use custonmer records to
of fer

custoners additional services when a notice and opt-out mechanismis enpl oyed.
Contrary

to PacTel's assertions, however, we believe that these survey results fail to
denonstrate that

customers expect or desire carriers to use CPNl to market to them service

of feri ngs beyond

the existing service relationship. As discussed supra, the |lack of question
specificity, and

even the ordering of the questions, nake it problematic to rely on these
findings. For

exanpl e, the Westin study does not identify the tel ephone information at issue,
does not

illustrate the specific types of information that would be accessed, and does
not expl ain that

use of the custonmer's information can reveal nmany of the custoner's habits and
actions.

The results of Westin's survey al so would appear to conflict with the results of
U S WEST' s

affirmati ve approval trial, discussed above, which suggest that custonmers do not
wi sh to be

mar ket ed new services. Gven the less theoretical nature of a market trial, US
VEST' s trial

arguably was nore likely to yield "true"” results than PacTel's opinion survey.
Mor eover,

contrary to U S WEST's trial, the Westin survey did not nake clear for what
"services"

PacTel sought to use the CPNI. Accordingly, customers could very well have
interpreted the



guestions as consistent with the kind of information sharing pernmitted under the
total service

approach. That is, custoners' apparent support nay have been for carrier use of
CPNI for

the marketing of inproved alternative versions of their existing service, not
for the marketing

of all offerings available fromthe carrier. Because of this anbiguity, the
Westin study does

not contradict our view that custoners want to be given the opportunity to
control their

carrier's use of their sensitive personal information for the marketing of
addi ti onal offerings

out side of the custoner's existing service relationship, which control is best
secured through

an affirmative approval requiremnent.

102. W reject PacTel's and U S WEST's contention that custonmers do not expect
carriers to seek affirmative approval for the use of information to narket
services to which

they do not subscribe, and that to do so would confuse them To the contrary,
based on

the results of US WEST's affirmative approval market trial, as well as those of
a simlar

trial reported by Aneritech, we believe that, when custoners wi sh to do so, they
have no

probl em understanding a carrier's solicitation for approval and granting consent
for the use

of CPNI outside the scope of their total service offering.

103. By not nmandating a particular formof express approval (i.e., oral

el ectronic,

or witten), as discussed infra, we also believe Congress has furthered the
principl e of

custonmer convenience. W are not persuaded that we nust permt notice and opt-
out based

on argunents that an express approval requirenment is unduly burdensone to
custoners, as

sone parties suggest. The BCCs, AT&T, and GIE argue, for exanple, that only

t hose

customers wishing to restrict carrier access to CPNl would have to respond to
CPNI noti ces,

and therefore an opt-out approach would reduce the burden on the mgjority of
cust omers.

USTA and SBC al so note that pernitting notice and opt-out would reduce the
adm nistrative

burden on carriers. Ameritech further argues that a notice and opt-out
nmechani sm woul d

i nsul ate custonmers who fail to respond to CPNI notices fromrepeated foll ow up
efforts,

while still allowing themto restrict carrier access to or use of CPN .
Contrary to these

argunents, we believe that an express approval requirenent would not be
significantly nore

burdensonme to custoners than notice and opt-out. Under either an express or
noti ce and opt -

out approach, the custoner will be contacted because a notice nust be provided.
As CPSR



points out, the fact that section 222(c)(2) requires that custoners provide an
"affirmtive

witten request” for the disclosure of CPNI suggests Congress believed that even
a witten

approval requirement was not unduly burdensome to customers.

104. Although we agree that notice and opt-out would produce nore custoner
approvals, we reject the argunent that inposing an express approval requirenent
will

"effectively elimnate integrated marketing" and thwart the devel opnent of one-
stop

shopping. While section 222 precludes carriers fromjointly narketing certain
services

t hrough the use of CPNI, nothing in section 222 prevents carriers fromjointly
mar ket i ng

services without relying on CPNl, as CPl and Cox point out. Mreover, while the
use of

CPNl may facilitate the marketing of tel ecomruni cations services to which a
cust omer does

not subscribe, such use is not necessary for carriers to engage in joint
marketing. W thus

reject PacTel's contention that an express approval requirement would vitiate
section 601(d)

of the 1996 Act, which allows carriers to market CMRS services jointly with

ot her

t el econmuni cati ons services, and section 272(g) of the Act, which pernits BOC

j oi nt

marketing of tel ephone exchange service and in-region interLATA service, under
certain

conditions. To the contrary, carriers are free to narket jointly

t el ecommuni cati ons

services without using CPNl to the extent such marketing is otherw se

per m ssi bl e under

other provisions. |In addition, as TRA points out, a custoner desiring an

i ntegrated

t el econmuni cations service offering tailored to its needs sinply may give
approval to all ow

its carrier to access CPNI for purposes outside of sections 222(c)(1)(A) and
(B). This is

true as to sophisticated business as well as residential customers. |Indeed, the
rules we

establish in this order permitting carriers flexibility to secure various forns
of approval under

section 222(c)(1), in our view, facilitate the furnishing of integrated tota
service offerings

suited to the customer's needs. Mdreover, as discussed supra, given that
carriers may use

CPNI without prior customer approval to market any aspect of a custoner's tota
servi ce,

carriers currently retain considerable ability to market jointly

t el econmuni cati ons servi ces.

105. W are not persuaded by U S WEST's contention that an express approval
requi renent would yield an insufficient nunber of approvals to justify the
expense of

conducting solicitation canmpaigns. M reports, to the contrary, "based on
MCl ' s



experi ence and know edge of tel emarketing generally, a 29% positive response
rate on

out bound calling to a carrier's customer base is fairly successful." In
addition, as M

further observes, U S WEST's negative response rate reflects the difficulty of
tel emarketing

general ly, not any inherent difficulty of obtaining affirmative approval
specifically.

Therefore, we agree that, to the extent the |large nunber of custoners failing to
give their

approval |ikew se would not want to recei ve subsequent tel enarketing calls based
on the use

of their CPNI, "U S WEST's own anal ysis shows that even with the 'opt-out
procedure it

advocates, it would not have much better luck telemarketing to those custoners.”
Mor eover, even assumi ng, arguendo, that an express approval requirenment would
make

targeted narketing nore difficult, we find that such a result would not be

i nconsistent with

custonmer expectations or desires. Gven the new enphasis on custoner privacy
enbodi ed in

section 222, we believe that Congress did not intend for countervailing

consi derati ons, such

as the pronmotion of one-stop shopping, to outweigh custoners' interest in

mai nt ai ni ng the

privacy of their sensitive infornmation.

106. Finally, we reject US WEST' s argunent that an express approva

requi r enent

under section 222(c)(1) would inpermissibly infringe upon a carrier's First
Amendnent

rights. U S WEST contends that CPNl is information owned by the carrier that
forns the

basis for inforned speech between U S VWEST and its customers or potentia

cust onmers, and

that any restrictions on such "inputs" beyond reasonable tinme, place and manner
restrictions,

such as affirmative approval requirenment for the use of CPNI, thus are
unconstituti onal

U S VWEST al so nmaintains that the comunication of CPNl between or anong U S WEST
corporate entities is a protected speech activity. W disagree that an express
appr oval

requi renent would inpermssibly infringe upon a carrier's First Anendment

rights. At the

outset, we think there is a substantial question as to whether CPNl restrictions
even inplicate

constitutionally protected "speech.” Carriers remain free to comrmunicate with
present or

potential custoners about the full range of services that they offer, and
section 222 therefore

does not prevent a carrier fromengaging in protected speech with custoners
regarding its

busi ness or its products. Wat carriers cannot do is use confidential CPNl in a
manner t hat

is not permtted by the statute. Wile section 222 nay constrain carriers
ability to nore



easily "target" certain customers for narketing by limting in sone
circunstances their

i nternal use of confidential custoner information, we question whether that of
itself

constitutes a restriction on protected "speech"” within the purview of the First
Amendnent .

Neverthel ess, to the extent that it were concluded that CPNl restrictions under
section 222

did affect carrier comunications with their custoners or unrelated third
parties in such a

way as to inplicate the First Amendnent, at nost commercial speech woul d be at

i ssue since

any limtations under section 222 relate solely to the economc interests of the
speaker and its

audi ence. But any governnental restrictions on conmercial speech will be
uphel d where,

as here, the government asserts a substantial interest in support of the

regul ation, the

regul ati on advances that interest, and the regulation is narrowy drawn. As the

Supr ene

Court has observed, it has never deened it an abridgenent of freedom of speech
to make a

course of conduct illegal merely because the conduct was initiated or conducted
in part

t hrough | anguage; to the contrary, simlar regulation of business activity has
been held not to
violate the first Amendnent.

107. The U.S. Suprene Court has held that protecting the privacy of consumers,
and elinmnating restraints on conpetition, are "substantial" governnent
interests. An

express approval requirenment directly advances the protection of custoner
privacy by vesting

control over the dissemnation of CPNl with the custoner, rather than the
carrier, and by

limting the ability of incunbent carriers to | everage their control over

nonopol y-deri ved

CPNI into emerging tel econmunications narkets. In addition, an express approval
requirement is narrowy tailored to achi eve these Congressional objectives.
Contrary to U S

VEST' s contention, we further conclude that an express approval requirenent
woul d not

violate the free speech rights of custoners. To the extent a customer wi shes to
receive

i nfornmati on on offerings outside the scope of its total service offering, it
sinmply may grant

approval under section 222(c)(1). As we previously noted, to the extent
custoners are

engaged in comunications with their carrier regarding the servicing of their
account, they

are nore likely to grant approval. Finally, for the reasons discussed supra, we
reject US

VWEST' s contention that an express approval requirenent effectively would deprive
carriers

of the use of their property, and thus would constitute a taking w thout just
conpensati on.



C Witten, Oral and/or Electronic Approva
1. Backgr ound

108. The Commi ssion observed in the Notice that section 222 neither specifies
t he

procedures that a carrier nust use to obtain custoner approval, nor addresses
whet her

section 222(c) (1) approval nust be witten or oral

2. Di scussi on

109. Wiile we believe that carriers should be required to obtain express

appr oval

for uses of CPNI outside the scope of sections 222(c)(1)(A) and (B), we concl ude
t hat

carriers should be permtted to obtain such approval through witten, oral, or
el ectronic

neans, as several comenters contend. Allowi ng carriers to obtain custoner
approval

t hrough any or all of these three approval nethods conports with the | anguage
and desi gn of

section 222, and is consistent with the principles of customer control and
conveni ence that

are manifested in section 222. Moreover, this approach gives carriers
flexibility w thout

sacrificing custoner control over sensitive information. W thus agree with M
t hat

carriers should be able to use the advanced technol ogi es of their networks,

i ncl udi ng 800

nunbers, 888 nunbers, and e-mail, to obtain custoner approval, in addition to
usi ng vari ous

types of written approval, such as billing inserts, that are returned to the
carrier.

110. W disagree with parties arguing that section 222 nandates witten
approval .

We find nothing in the |anguage or design of section 222 that limts carriers to
obt ai ni ng only

witten approval, despite arguments advanced by sone of these commenters.

| ndeed,

contrary to the clains made by AICC and ConpTel, we believe that the requirenent
in

section 222(c)(2) that a carrier obtain a "witten" request before disclosing

CPNI to any

person, in contrast to the term"approval" in section 222(c) (1), suggests that
Congress did

not intend to limt section 222(c)(1) to only witten approval. G ven that

nothing in

section 222(c)(1) expressly limts approval to only witten means, we concl ude
that carriers

shoul d be given flexibility to secure approval through witten, oral or

el ectroni ¢ net hods.

111. W also reject the contention that section 222(d)(3) of the Act supports a



witten approval requirenent. While section 222(d)(3) contenplates ora
approval in

creating an exception for CPNl use during an inbound call, section 222(d)(3)

al so may be

interpreted sinply to permit a carrier to use CPNl to provide a customer with

i nformation

for the duration of an inbound call, based on oral approval, even if the

cust omer ot herwi se

has restricted the carrier's use of its CPNI, as Aneritech points out. This
excepti on may

be significant, based on the results of US WEST's approval solicitation trial
U S WEST

found that, in the context of inbound calls, 72 percent of custoners approved of
t he use of

CPNI for marketing purposes, as opposed to 29 percent in the outbound context.
In a

simlar trial, Ameritech reported that it achi eved an even hi gher inbound
response rate of

about 90 percent. W agree with US WEST that, to the extent these findings are
val i d,

t hey suggest that when customers call their carrier, they are interested in the
servicing of

their account, and thus are considerably nore likely to approve the use of CPN
t han when

custoners -- even these very sanme ones -- are "cold called" by the carrier. In
this way, the

i nbound tel emarketing exception in section 222(d)(3) offers a neani ngful
specific right,

different fromthe general "approval" exception in section 222(c)(1).

112. W do not believe that permitting outbound oral solicitations will have
negative privacy consequences, as sone comenters suggest. Because all ow ng
carriers to

obtain oral approval does not divest the custoner of control over CPN, but
affords the

addi ti onal benefits of custoner convenience, we find that permtting such
approval will

advance the goals of section 222. W recogni ze, however, as several parties
suggest, that

oral customer approval may be nore difficult to verify than witten approval,
because

carriers typically would have no physical record that such approval had been
gi ven.

Nevert hel ess, we find that any verification problens can be adequately addressed
t hr ough

neasures other than an outright prohibition on oral approval under section
222(c)(1).

Accordingly, as discussed infra, we conclude that a carrier relying on ora
cust omer appr oval

shoul d be required to notify customers of their CPNl rights, and shoul d bear the
burden of

denonstrating that a custoner has granted approval subsequent to such
notification pursuant

to the rules we adopt in this order. Shifting the burden to such carriers, in
addition to

establishing mninmumnotification requirenents, as we do herein, also should
address any



concerns that, if oral approval is permtted, custoners will not consider their
options due to

pressure fromtel enarketers, that substantially greater FCC and state conmi ssion
resour ces

will be incurred, or that carriers will engage in "slami ng" practices through
t el emar ket i ng.

We believe the notification requirenents we adopt will reduce the |ikelihood
that carriers wll

vi ol ate custoner privacy by abusing oral approval nechanisns. In addition, as
one party

suggests, certain mechanisms are currently avail able that nake verbal approvals
as readily
verifiable as witten approvals.

113. W share the concern that oral approval nechanisns nay be subject to
greater

abuse than witten approval nechanisns. To the extent our decision to permt
oral

approval may result in carrier abuses, including, for exanple, the overselling
of services, as

CPSR argues, we find that such a result does not warrant mandating witten
approval .

Assuming the term"oversell" is intended to refer to a situation in which a
carrier frequently

t el ephones a custoner to solicit section 222(c)(1) approval, we believe that
carriers have an

i ncentive not to abuse outbound solicitation nechanisns as a tool for obtaining
ver bal

approval, since such abuse ultimately may result in the |oss of the custoner.
Carriers that

make frequent outbound calls to obtain oral approval therefore do so at the risk
of 1 osing

their custoner base.

114. On the other side of the bal ance, we are not convinced, despite argunents
advanced by sone parties, that pernmitting oral and electronic, in addition to
written,

approval woul d raise significant conpetitive concerns. Proponents of witten
approval

generally maintain that any type of non-witten approval will result in a
great er percentage of

approval s, and thereby place small carriers at a conpetitive disadvantage
relative to

i ncumbent carriers, which have the |argest anpbunt of, and nost useful, CPN .
These

parties further contend that any rules we establish should ensure a "l eve

pl aying field" for

new entrants. Accordingly, these parties argue, because third parties mnust
obt ai n

affirmative witten approval to gain access to CPNl pursuant to section
222(c)(2), al

carriers, including AT&T, the BOCs, and GIE, simlarly should be required to
secure

witten custoner approval. Even if our decision to permt oral approval results
ina

greater nunmber of approvals, because all carriers nmust obtain such approval to
use CPNI



out side the scope of section 222(c)(1), no particular class of carriers is

pl aced at a

conpetitive di sadvantage in connection with the CPNl use of their own custoners.
In

addition, we find no reason to inmpose a witten approval requirenent only on

i ncunmbent

carriers, while allowing carriers in conpetitive markets the option of obtaining
witten, ora

or electronic approval, as sone parties suggest. Because oral approval
constitutes a form

of express approval, we believe that permitting i ncunbent carriers to obtain
such approval

for uses of CPNI outside the scope of section 222(c)(1) would not allow

i ncumbent carriers

to |l everage their dom nant position in entering new markets.

D. Duration, Frequency, and Scope of Approval
1. Backgr ound

115. The Conmi ssi on sought comment in the Notice on whether requirenents
shoul d be established regarding (1) how | ong a custoner's approval should remain
val i d;

(2) how often carriers may contact a customer in order to attenpt to obtain
approval ,

regardl ess of whether the custoner has restricted its CPNI; and (3) whether and
t o what

extent custoners nay approve of partial access to their CPNI, for exanple,
limted to certain

uses or time periods. Comrenters set forth differing views as to how | ong

appr oval

should remain valid. Sone parties argue, for exanple, that approval should
remain valid

until the custoner indicates otherwi se, while others contend that approval
shoul d be renewed

periodically, or should be valid only for the duration of a transaction

Parties simlarly argue

for differing limtations on how frequently a carrier may contact a customer to
solicit

approval, ranging fromone year fromthe date of solicitation, to no limtation
at all.

2. Di scussi on

116. W conclude that approval obtained by a carrier for the use of CPN
out si de

of section 222(c)(1), whether oral, witten, or e